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IN THE UNITED STATES DISTRICT COURT

FOR THE NORTHERN DISTRICT OF ILLINOIS -\
EASTERN DIVISION o
52, <
) ol % (
FEDERAL TRADE COMMISSION, ) LT
) a4
=
Plaintiff, ) s B
) CaseNo. 07 C 4541 %% = o.
V. ) . %g
) Judge David H. Coar e
SILI NEUTRACEUTICALS, 1.LC, and ) B
) Magistrate Judge Morton Denlow
BRIAN MCDAID, individually and doing )
business as KAYCON LTD, )]
)
Defendants. )
)

MEMORANDUM SUPPORTING PLAINTIFF’S £X PARTE
MOTION FOR A TEMPORARY RESTRAINING ORDER
WITH ASSET FREEZE, OTHER EQUITABLE RELIEF, AND ORDER
TO SHOW CAUSE WHY A PRELIMINARY INJUNCTION SHOULD NOT ISSUE

L INTRODUCTION
Defendants Brian McDaid and his company, Sili Neutraceuticals, LLC, deceptively

market and sell dictary suppiements on Internet Web sites utilizing a flood of illegal “spam™
email messages. One of their preducts is a “human growth hormone” pill that Defendants ciaim
reverses the aging process and causes users to look and feel 20 years younger., Another product
is a diet pill purportedly made from an Aftican piant called Hoodia gordonii that supposedly
causcs substantial weight loss. Anaiyses by medical experts, however, demonstrate that
Defendants” product claims are completely baseless and that the products have no effect on users
whatsoever. Since 2004, Defendants’ false product claims have defrauded thousands of
consumers out of over $2.5 million, and their operation is ongoing.

To direct potential customers te the Web sites selling their products, Defendants employ
massive amounts of illegal commercial email messages. The spam employs a pemicious new
technique — the messages are {ransmitted through Internet Web site pages of innocent third

parties. In addition to violating federal law by falsely identifying the true sender, the spam is




causing significant harm to individuals and companies who have had their Web sites hijacked.
The spam violates the law in other ways, including by failing to offer any mechanism by which
consumers can opt-out from receiving further email messages. Since July 2006, the FTC has
received over 85,000 complaints about Defendants’ spam.

The FTC respectfully asks this Court to bring Defendants” harmful practices to a swift
end. The FTC brings this motion ex parte to obtain a temporary freeze of Defendants’ assets in
order to preserve the possibility of redress for victimized consumers who bought Defendants’
products. Defendants have taken great efforts to cloak the responsibility for their illegal
practices, utilizing different names, anonymous Web sites and spam. Moreover, they have
transferred significant amounts of money to overseas bank accounts. Defendants’ pattern of
fraud, as well as their avid attempts to conceal their identity, indicates that they are likely to hide

assets if they receive notice of this action.

Il. JURISDICTION AND VENUE

The Court has subject matter jurisdiction over the FTC’s claims pursuant to 28 U.S.C. §§
1331, 1337(a) and 1345. Personal jurisdiction ever Defendants is established pursuant to the
FTC Act’s nationwide service of process provision. See 15 U.S.C. § 53(b). “Where a federal
statute provides for nationwide service of process, personal jurisdiction may be obtained over
any defendants having mimmum contacts with the United States as a whole.” FTC v. Bay Area
Bus. Counsel, Inc., No. 02 C 5762, 2003 WL 1220245, at *2 {N.D. 111, March 14, 2003},

WVenue 1s proper in the Northern District of Illinois. Pursuant to the FT'C Act, an action
may be brought where a corporation or person “resides or transacts business.” 15 U.S.C. §
53(b). Defendants have transacted considerable business in this district. They have advertised
and sold products to consumers in this district. (S5ee PX 1 1Y 6-19 {undercover purchases of
Defendants’ products in this district).) They also have utilized Internet services in this district.
(See PX 1923, Att. (; PX 6, Att. A {domain names purchased from domain name registrar
located in this district); PX 12 {spam messages routed through Web site of organization located
in this district).)




III. DEFENDANTS® ILLEGAL BUSINESS PRACTICES

Defendant Sili Neutraceuticals, LLC {“Sili”") is a Nevada company that sells products on
Internet Web sites. Defendant Brian McDaid {“McDaid™), a resident of Downingtown,
Pennsylvania, is the sole officer of Sili. {See PX 1920, Ait. O.)

Since early 2004 and continuing o the present, sales of Sili’s products on its Web sites
have generated over $2.5 million. (PX 89Y 3, 6.)' McDaid arranged for Sili to accept credit
cards on its Web sites. {/d 9 2-3, Att. A at CENOG13.) The credit card proceeds are deposited
into a bank account opened by McDaid in the name of Sili. {#d.  3(B), Att. A at CENOO15; PX
999 3-4.) Consurners who purchase Defendants’ products receive them from a company
identified as “Kaycon Ltd.” (PX 1 76-12, 13-19, Atts. F, M.) The labels on Defendants’
products alsc identify the distributer as “Kaycon Ltd.” (/4. 9] 12, 19, Att. G at FTC046, Att. N
at 076.) Kaycon is a company registered in the Canbbean (PX 17}, and the Kaycon name is used
by McDhaid in his business (see, e.g., PX 4 4 3, Att. A at SERO03).

Defendants’ products appear to be marketed solely by commercial email messages. (PX
196,13, 30; PX 11 9 17, Att. B {(examples of email messages).) The cmail messages centain
links that, if clicked, direct consumers to the Internet Web sites selling Defendants” products.
(fd.; see also PX 11 9 5 (explaining Intemnet domain names and Web sites}.} The FTC has
identified over 70 Web sites advertising Defendants’ products; none of the Web sites identify
Defendants as the seller or provide any contact information. (PX 1923, Att. Q.) McDaid
purchased domain names for the Web sites. {(See PX 1923, Att. Q; PX 61 3, Att. A at INNOO7-
8: PX 79 5, Att. A at PAROO3; PX 4 9% 2-3; PX 599 3,6.) The domain names were purchased
using false names and addresses. (PX 1 11 23-24, Att. Q.)

A. Defendants’ False and Unsubstantiated Product Claims

Defendants deceptively market various herbal and “natural” products. They sell pills that
supposedly elevate a user’s level of human growth hormone under a variety of names, including

“Dr-HGH” and “Perfect HGH” (collectively, “HGH Products™). {PX 1 99 13-19, Atts. H-N.)

1 From February through July 2004, Sili accumulated over $480,000 in credit card sales
using a credit card processor in Canada. (PX 81 3(D), Att. A at CENOD18.) Since August 2004, Sili has
utilized a credit card processor in the United States and generated over $2.1 million m additional sales.
(fd. 1 6)




They also sell diet pilis under a variety of names including “HoediaHerbal” that purportedly
contain Hoodia gordonii, a cactus-like plant found in Africa (collectively, the “Hoodia
Products™). (/d ¥ 6-12, Atts. A-G.} A single bottle of each of these products costs $79.95 plus
$9.95 for shipping and handling. (/d. Y8, 15.)2
1. Defendants deceptively promote their HGH Products

The Web sites and email messages promoting Defendants’ HGH Products make a variety
of explicit claims about the products” ability to turn back or reduce the aging process by altering
the amount of human growth hormone in a user’s body. Email messages touting the products
claim:

HV'G™H [15] the only substance on earth proven by science to stall (and in many cases
even reverse) the aging process, from wrinkles, to fat gain and muscle less, to cellulite, to
hair loss and decreased sexual libido/performance . . . this simople little pill causes your
body to produce more natural HGH, after just a week or two of usage, and helps your
body (and mind!) look and feel 5-10-15 years younger.

(PX 1913, Ant. H; PX 11 § 17, Att. B at MSNG032.) Defendants’ Web sites further claim that
the HGH Products will make a user “look and feel 20 years younger’” by causing a laundry list of
positive effects on the body, including: (1) lowering bloed pressure, (2) reducing cellulite, {3)
improving vision, (4) causing new hair growth, (5) improving sleep, (6) improving emotional
stability, {7) speeding injury recovery, (8} relieving chronic pain, (9) increasing muscle mass,
and {10) causing fat and weight loss. {See PX 19 14, Att. I at FTC049-55.)

Defendants’ claims gbout their HGH Products are false and unsubstantiated. In fact,
according to a medical expert in endocrinclogy from Northwestern University, Defendants’
HGH Products have no effect on a person whatsoever. (See PX 2.) The products do not contain
human growth hormone and cannot preduce effects similar in nature to any form of growth

hormone. (See id § 17, 2?—28.)3 There is ne credible medical evidence to support the claims

2 In addition to the Hoodia Products and HGH Products, Defendants sell other herbal
products touting weight loss and sexual virility. {(See PX 19721, Att P} The FT'C has sigmficant doubts
that these other products are in any way effective and seeks injunctive relief in this matter aimed at
prohibiting Defendants from making ¢laims for any product unless they are true and Defendants can
substantiate them with scientific evidence.

3 Human growth hormone (“GH”) is produced by the pituitary gland and is integral to the
human growth process. {PX 297 £-7.) In normal individuals, the production of GH naturally drops off




made by Defendants. (/4. %] 22, 25.) In sum, contrary to the claims made on their Web sites,
Defendants’ HGH products have no physiological effect on users. ({d. 127.)
2. Defendants deceptively promote and sell Hoodia Products
The Web sites and email messages promoting Defendants” Hoodia Products make
extravagant weight loss claims, relying on purported scientific studies about the Hoodia gordonii
plant. Most notably, Defendants claim that the Hoodia Products safely can cause as much as
forty pounds of weight loss in a month. Email messages touting the preducts claim:

Hoodia is the most advanced (and by far the most successful) weight loss formula ever
created, for one simple reason . . . it simply causes you to have less of an appetite, and eat
less. Studies have proven time and time again that users of hoodia lose weight, an
average of 1-3 pounds per week, but as high as 20-40 pounds a month in many
participants.

* K %
There is no more effective product on the market, if you’re looking to lose weight quickly

yet SAFELY, and naturally . . . and the results speak for themselves, with over 94% of
users reporting significant weight loss within the first two weeks of usage.

(PX 196, Att. A at FTC002; PX 11§17, Att. B at MSNO44.) Defendants’ Web sites make
similar claims, stating, among other things: “[wlhat if you could actually shed 10, 15, or even 25
pounds quickly and safely in less than 30 days? Now you canl.]” (PX 197, Att. B at FTC006.)
Defendants further represent that the Hoodia Products will “keep the weight off permanently.”
(Zd. 9 at FTC009.)

Defendants’ claims about their Hoodia Products are false and unsubstantiated. According
to a medical expert in nutrition and obesity with Northwestern University’s Feinberg School of
Medicine, there is no credible medical evidence to support the claim that Hoodia gordonii {or
any other ingredient in Defendants® Hoodia Products) causes weight loss. (PX 39 14.)
Furthermore, Defendants’ claim that the Hoodia Products can cause users safely to lose 20 to 40
pounds a month is patently false because it is not safe or healthy to lose three pounds or more

each week for several weeks. {fd. 9§ 19.) Given that the Hoodia Products do not cause weight

with the increase in age. {fd. 9 7.) The FDA has approved the use of a synthetic recombinant growth
hormone, injected into the bloodstream, as a replacement for the body’s own GH for individuals with an
abnormal GH deficiency. (74 Y 11-13.) Defendants’ products, however, are tablets containing amino
acids that, taken orally in the doses prescribed, have no effect on GH levels. (2.9 17.)




loss in the first place, their claim of permanent weight loss is also deceptive. (/4. §20.) Indeed,
without a change in dietary or exercise habits, it is not feasible for users io experience permanent
weight loss. {Id. 721.)

B. Defendants’ 1ilegal Spamming Practices

Defendants likely are respensible for millions of illegal commercial email messages
promoting their products. Since July 2006, consumers have forwarded over 85,000 email
messages advertising Defendants’ products to an email address ai which the FTC accepts spam
complaints. (PX 19 23, Ait. Q.) The FTC has submitted several examples of the spam as
exhibits. (See PX 1925-26; PX 119 17, Att. B.)* All of the messages blatantly disregard one or
more of the protections Congress provided in the CAN-SPAM Act, 15 U.S.C. § 7701, et seq., the
federal law regulating commercial e-mail {discussed infra § [V.B.2).” The messages falsify
information that would identify the real sender, contain false subject lines designed to fool
people into opening the messages, and fail to include an opt-out mechanism by which consumers
could stop the spam messages from continuing. These illegal actions cause significant harm to
consumers and Internet service providers.

1. Defendants’ spam falsifies information that would identify the real
sender by routing the messages through innocent parties® Web sites

Defendants’ email messages utilize 2 harmful new spamming technique aimed at
hiding the identity of the true sender — the spam is blasted through vulnerable forms

contained on Internet Web sites of innocent third parties. Web sites often contain forms that

4 The spam examples submitted were obtained by the FTC from a secure database run by
Microsoft Corporation, which operates the free email service Hotmail. (PX 10.) The Microsoft database
contains unsolicited email messages received by thousands of Hotmail “irap” accounts,” £ e., unused
email accounts that receive unsolicited spam messages. (fd.)

5 Congress passed CAN-SPAM after finding that spamming imposes significant costs on
the email systern, which are passed along to subscribers in the form of higher prices and reduced
convenience. See id. at §§ 7701(a)(3), (4). Congress found that unsolicited commercial email messages —
most of which are fraudulent or deceptive in one or more respects — threaten the convenience and
efficiency of email, an “extremely important and popular means of communication.” Jd. at §§ 7701(2)(1),
{2). The law does not make all commercial email messages illegal; it simply prosctibes the most abusive
practices. For example, it requires that commercial email messages correctly identify their source, allow
consumers to unsubscribe, and contain a physical postal address at which the recipient may contact the
sender. fd at § 7704.




allow users to do things like post comments, request a catalog or send a message to other
Web site users (sometimes the forms contain titles like “Contact Us™ or “Feedback Form™).
(PX 119 19; see also PX 12, Att. A (example of Web site form).) These forms usually
contain various fields that can be filled in by the Web site visitor. {{d.) Users who fill in the
form fields are invited to click a button to submit their information, and the message is then
sent to the Web site operator.

Defendants” spam messages consistently are sent through third parties’ Web site
forms. (PX 119§ 18, 22-24, Ait. B.) Basically, the spam messages are injected into one or
more fields of a vulnerable Web site form. (fd. 7 20.) When the Web sile form is submitted,
the injected spam message is delivered to multiple email addresses. (fd.)

This practice affects the ability to identify the true sender of the email message. The
message appears to originate from the owner or operator of the Web site through which the
spam is sent, rather than from the spammer’s actual computer. (PX 119 21} In Light of the
fact that the email messages also fail to provide the physical address of Defendants, it is
essentially impossible for a recipient of the email messages sent through the Web forms to
identify the true sender of the message. {/d. Y 9-16, 21 )

The costs to the victims of Web site form hijacking can be significant, as demonstrated
by declarations from various victims. {See PX 12-16.) For example:

s the Save A Life Foundation, a nenprofit organization headquartered in Chicago that
trains school children in first aid skills, had the form on its Web site hijacked in mid-June
2007, causing the organization to receive spam messages for Defendants’ HGH Products
to the email address at which it receives form inquiries, and forcing it to overhaul the
exploited form {see PX 12);

¢ the owner of a limousine service in Nerthern California had a form on his Web site --
which served as the sole method by which customers could get quotes for his services —
hijacked to send spam for Defendants’ preducts for months, resulting in the form being
rendered useless and causing considerable lost business and complaints (see PX 13}); and

6 n addition to cloaking the identity of the real sender, changing the address of the email
message’s return path causes harm to individual users and Internet service providers. When spammers
send out email messages, a number of them are undeliverable because of wrong addresses or other
reasons. (PX 119 8.) The flood of undeliverable email messages is returned to the “reply-to” address of
the innocent party, not the spammer, causing the innocent party and its Internet service provider to deal
with additional bandwidth and transaction costs. (/d.}




s the Colorado State University’s Office of Greek Life (“OGL”) had a form on its Web site
to give current and prospective members the ability to contact the office; during
November 2006, spam messages touting Defendants’ products were sent through the
form resulting in complaints from consumers who received spam purporting to come
from OGL, resulting in 40-50 hours of work to fix the Web site (see PX 14).

In short, sending the spam messages through hijacked Web sites passes real and substantial costs
to innocent companies and individuals.
2. The spam attempts to fool people into opening the messages
Subject lines of email messages contain information that consumers use to evaluate
whether to open the messages. The subject lines of many of the spam messages touting
Defendants’ products deceptively suggest that the recipients have a prior relaticnship with the
_ sender. The messages include subject lines such as “Presagia Newsletter Subscription Request,”
“Re: hello,” “Winercom Contact Form,” and “A comment from your personal blog.” (PX 119
17, Att. B at MSNO032, 47, 49, 68.} In fact, Defendants do not have prior relationships with the
recipients (see PX 10 {email messages sent to “‘trap accounts™)), and the subject lines presumably
are used to trick consumers into opening messages they otherwise would delete.
3. The spam fails to provide consumers with an opt-out mechanism
A key feature of CAN-SPAM is the requirement that commercial email messages sent to
consumers contain a mechanism that consumers can use to opt-ont of receiving future messages.
Defendants’ spam messages, however, fail to provide consumers with the opportunity to opt-out.
Indeed, Defendants’ spam messages invariably do not include any notification to recipients of
their ability to decline receiving further email messages from Defendants. (Seg, e.g., PX 11117,
Att. B.) Thus, once consumers receive unwanted messages, there is no mechanism by which

consumers can stop the messages.




IV. ARGUMENT
In order to protect the public from Defendants’ illegal activities and to prevent

Defendants from continuing to make untawful profits, the FTC requests that the Court enter a
TRO with an asset frecze and additional ancillary relief to ensure the availability of restitution to
defrauded consumers. Courts in this district have repeatedly exercised their authority to grant
TROs in similar FTC actions.’

A, Injunctive Relief Standard

A district court may issue injunctions to enjoin violations of the FTC Act. See 15 U.S.C.
§ 33{(b); FTC v. Febre, 128 F.3d 530, 534 (7th 1997); FTC v. World Travel Vacation Brokers,
Inc., 861 F.2d 1020, 1028 (7th Cir. 1988). To obtain a temporary restraining order, the FTC
must merely demonstrate: {1) a likelihood of success on the merits, and {2) that the balance of
the equities tips in its favor. World Travel, 861 F.2d at 1029. “[T]he FTC need not prove
irreparable injury to obtain a preliminary injunction.” Kinney v. Int’l Union of Operating Eng'rs,
994 F.2d 1271, 1277 (7th Cir. 1993). The threshold showing of a likelihood to succeed under the
Seventh Circuit’s test for injunctive relief is a “better than negligible” chance of success on the
merits. See Cooper v. Salazaar, 196 F.3d 809, 813 {7th Cir. 1999).

B. The FTC Is Overwhelmingly Likely to Prevail Oa the Merits

The FTC Act prohibits “unfair or deceptive acts or practices.” 15 U.S5.C. § 45(a). As
shown above in Section 111, the evidence clearly shows that Defendants have commutted repeated
viclations of the FTC Act by making material nusrepresentations 1o consurners about their
products and have engaged in email practices that violate CAN-SPAM.

7 See, e.g., FTC v, Kinion, 05C 6737 (N.D. I11. Dec. 7, 2005) (Hibbler, J.) {granting TRO
and asset preservation for violations of CAN-SPAM Act); FTC v. Cleverlink Trading Limited, 05 C 2889
(N.D. ll. May 15, 2005} {St. Eve., J.} {(granting ex parte TRO and asset freeze for violations of CAN-
SPAM Act); FYCv. Imernational Research & Dev. Corp. of Nevada, (M4C 6901 (N.D., I1. Nov. 10, 2004}
{Hibbler, 1.) {granting TRO and asset preservation for violations of FTC Act and CAN-SPAMY, FTC v,
Harry, 04 C 4790 (N.D. U1 July 27, 2004) (Manning, I.) (granting ex parte TRO and asset freeze for
viglations of FTC Act and CAN-SPAM); FTC v. Phoenix Avatar LLC, No. 04 C 2897 (N.D. Ill. Apnil 23,
2004) (Holderman, J.) (granting ex parte TRO and asset freeze for violations of FT'C Act and CAN-
SPAM), FTC v. Stuffingforcash.com, Inc., 02 C 5022 (N.D. II. July 16, 2002) {Norgle, J.) (granting ex
parte TRO and asset freeze for wiolations of FTC Act concerning commercial email marketing work-at-
home scheme); FTC v. TLD Network Lid., No. 02 C 1475 (N.D. IIl. Feb. 28, 2002) (Holderman, 1.}
{granting ex parte TRO with asset freeze for viclations of FTC Act for commercial email marketing
decephive sale of domain names).




1. Defendants® product claims are deceptive

Defendants’ false claims about their products are “deceptive acts or practices” prehibited
by Section 5 of the FTC Act. See 15 U.S.C. § 45(a). The FTC can establish corporate liability
under Section 5 of the FTC Act by demonstrating “material representaticns likely to mislead a
reasonable consumer.” FTC v. Bay Area Bus. Council, Inc., 423 F.3d 627, 635 (7th Cir. 2005);
see also FTC v. Phoenix Avatar, No. 04 C 2897, 2004 WL 1746698, at *9 (N.D. IIL. July 30,
2004). The FTC is not required to prove intent to deceive. Bay Area, 423 F.3d at 635. The FTC
may demonstrate the deceptive nature of advertising claims by either: (1) demonstrating the
falsity of the claims; or (2} showing that the defendant lacked a reasonable basis for making the
claims, i.e., “substantiation.” See, e.g., FTC v. Sabai, 32 F. Supp. 2d 1004, 1007 (N.D. [l
1998); FTC v. IS Sales Corp., 785 F. Supp. 737, 748 (N.D. I1L. 1952}).

As described in Section 1. A.1 above, Defendants® Web sites and email messages are
replete with express representations that promise consumers amazing physical and cognitive
affects. Expert analyses by medical doctors demonstrate that there is no scientific basis for the
claims, and the products have no discernable effect on users. Thus, Defendants’ representations
are both false and unsubstantiated. Defendants” deception is not only likely to mislead
consumers, but undoubtedly has caused (and continues to cause) significant monetary loss to
consumers. Consumers simply would not spend $89.90 on Defendants’ products if they knew
that the products did not work as claimed. Thus, Defendants have violated the FTC Act, and a
temporary restraining order against Defendants” misleading advertising is warranted.

2, Defendants initiate e-mail messages that vielate CAN-SPAM

Defendants’ violations of the CAN-SPAM Act, 15 U.S.C. § 7701 et seq, the federal law
regulating commercial email messages, are well-documented and widespread. Defendants are
directly responsible for compliance with the law, and therefore they are liable for the systematic

violations of it.®

] A violation of CAN-SPAM is a violation of Section 5 of the FTC Act. Pursuant to
Section 7(a) of CAN-SPAM, the Act “shall be enforced by the [FTC] as if the violation of this Act were
an unfair or deceptive act or practice proscribed under Section 18(2)(1}(B) of the [FTC] Act (15 U.S.C.
S7a(a)(1)}(B)).” A wiolation of a rule proscribed pursuant te 15 U.S.C. § 57a(a)(1)(B} constitutes an
“unfair or deceptive act or practice in violation of § 45(a)(1} [of the FTC Act].” See 15U.S.C. §
57a{d)(3).

10




a. Defendants are “initiators™ of commercial email

Defendants are legaily responsible for the email messages promoting their products.
CAN-SPAM imposes liability for a commercial email message upon “initiators” of the
messages. 15 U.S.C. § 7704{a)(1). The definition includes not only those who “originate or
transmit” the message, i.e., the button pushers, but also those whoe “procure™ the transmission of
the message. 15 U.S.C. § 7709(9). CAN-SPAM defines procurers as those who “intentionaily
pay or provide other consideration to, or induce, another person to initiate” a message on their
behalf. 15 U.S.C. § 702(12). See also FTC v. Phoenix Avatar, 2004 WL 1746693, at *13
(“Liability funder CAN-SPAM] is not limited to those who physically cause spam to be
transmitted, but also extends to those who ‘procure the origination’ of offending spam.”).

Here, Defendants “initiate” the commercial email messages at issue. The email messages
market Defendants’ products and include hyperlinks in the text of the messages that direct
consumers to Web sites from which Defendants directly profit. As discussed above in Section
I, supra at p. 3, McDaid purchased the Web site addresses used in the spam messages. Under
these circumstances, it is axiomatic that either Defendants sent the messages themselves, or they
procured someone to do it on their behalf. See Phoenix Avatar, 2004 WL 1746698, at *13
(granting preliminary injunction after finding it “quite likely” that the defendants who utilized
Web sites to sell diet patches, and profited from those sites, “initiated the transmission of the
spam advertising the Web sites™).

b. Defendants’ commercial email messages violate CAN-SPAM

The evidence overwhelmingly shows that Defendants’ commercial email messages
violate CAN-SPAM. The messages utilize false or misleading header information by being
routed through forms contained on innecent third parties” Web sites. The messages also
repeatedly mislead recipients as to the nature of the email through deceptive subject headings,
fail to include the opportunity to decline future email messages, and fail to include the sender’s

postal address.

11




1. False or misleading header information
Defendanis initiate commercial email messages that contain “header information that is
materially false or materially misleading” in violation of CAN-SPAM. 15 U.S.C. § 7704(2)(1).”
As described above, in $II1.B.1, Defendants’ messages are routed through forms contained on
innocent third parties’ Intemet Web sites, falsifying the routing information. This practice
impairs the ability of consumers and law enforcement to determine the sender’s true identity. By
initiating spam containing matertally false and misleading header information, Defendants
violate CAN-SPAM.
iL Deceptive subject headings
Defendants initiate commercial email messages that contain subject headings that are
“likely to mislead a recipient . . . about a material fact regarding the contents or subject matter of
the message™ in viclation of CAN-SPAM. 15 U.S.C. § 7704(a}(2). As demonstrated in §II1LB.2,
subject headings of Defendants’ spam like “Presagia Newsletter Subscription Requesi,” “Re:
hello,” “Wineroom Contact Form,” and “A comment from your perscnal blog” deceptively
suggest a prior relationship with the recipient.
1i. Failure to include opportunity to decline further email
messages
Defendants initiate commercial email messages that fail to include a “clear and
conspicuous” notice of the opportunity . . . to decline to receive further commercial electronic
mail messages from the sender” in violation of CAN-SPAM. 15 U.8.C. § 7704(a}(5}(A). As
discussed in §111.B.3, Defendants violate this provision by initiating messages that do not contain

any mechanism at all to decline future email messages.

9 CAN-SPAM defines “header information™ as the “source, destination and routing
information attached to an electronic mail message, including the originating domain name and
originating electronic mail address, and any other information that appears in the line identifying, or
purporting to identify, a person initiating the message.” 15 U.5.C. § 7702(8). For purposes of 15US.C.
§ 7704¢a)(1), “materially” including “the alteration or concealment of header information m a manner that
would impair the ability of . . . a law enforcement agency to identify, locate or respond to a person who
initiated the e-mail message or to investigate the alleged violation, or the ability of a recipient of the
message to respond te a person who initiated the electronic message.” 15 U.3.C. § 7T04(a)6).
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iv. Failure to include a postal address

CAN-SPAM requires that senders provide a physical postal address where the sender can
be reached. See 15 U.8.C. § 7704{a)(5). A review of the email message demonstrates that
Defendants fail to include a valid postal address in violation of CAN-SPAM. {See PX 11, Att.
B)

C. The Balance of the Equities Favors the FTC

The FTC respectfully requests that this Court enter a narrowly tailored TRO that brings
Defendants’ illegal practices to a swift end, and that preserves Defendants” assets in order to
prevent ill-gotten gains from being dissipated or transferred. In fashioning appropriate injunctive
relief, this Court has authority to “to grant any ancillary relief necessary to accomplish complete
justice[.]” World Travel, 861 F.2d at 1020; see also Febre, 128 F.3d at 534 {district court has
anthority in FTC action to “order any ancillary equitable relief necessary to effectuate the
exercise of granted powers™). If a district court determines that it is probable that the FTC will
prevail on the merits, the court has a “duty to ensure that the assets . . . {are] available to make
restitution to injured consumers.” World Travel, 861 F.2d at 1031.

1. The FTC seeks a narrowly-tailored TRO

The FTC requests that the Court issue a TRO that prospectively prohibits law violations
and preserves assets and documents to ensure that the Court can grant effective final relief at the
conclusion of this case. Sections I-1V of the Proposed TRO contain conduct prohibitions to
ensure further compliance with the FTC Act and CAN-SPAM. Sections V-IX contain asset
preservation and accounting provisions aimed at identifying and preserving funds obtained
untawfully by Defendants, and identifying individuals or entities who have acted in concert or
participation with Defendants. The remainder of the Proposed TRO contains reporting and
discovery provisions to obtain information relevant to a preliminary injunction hearing. These
are necessary provisions to identify the scope of the unlawful practices, other participants, and
the location of ill-gotten gains. Defendants have no legitimate right to contimue unlawful
conduct, dissipate their unlawful profits or conceal information needed to effectuate relief in this

1
case., b

10 The TRO provisions, including the asset preservation provisions, should apply to the
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2. The TRO would work no valid hardship on Defendants

The balance of equities tips strongly in the FTC’s favor. The FTC’s proposed TRC
would prohibit Defendants from making false claims about products, would stop Defendants and
their agents from sending commercial email messages that violate CAN-SPAM, and would
preserve assets for equitable menetary relief. The TRO would work no valid hardship on
Defendants, as they have no right to engage in, or profit from, practices that violate the law. See,
e.g., FTCv. World Wide Factors, 882 F.2d 344, 347 (9th Cir. 1989) (upholding finding of “no
oppressive hardship to defendants in requiring them to comply with the FTC Act, refrain from
fraudulent representation or preserve their assets from dissipation or concealment™).

In balancing equities, the Court must assign “far greater” weight to the public interest
advanced by the FTC than to any of Defendants’ private concerns. World Travel, 861 F.2d at
1030; see also FTC v. Weyerhaeuser Co., 665 F.2d 1072, 1083 (D.C. Cir. 1581). The balance of
equities also strongly favors the FTC because of the strong likehthood of success on the merts of
its claims. See Phoenix Avatar, 2004 WL 1746698, at *15; FTCv. Sabal, 32 F. Supp. 2d 1004,
1009 (N.D. 1. 1958).

3. Ex parte relief is necessary

Ex parte relief is necessary here. An ex parte TRO 1s warranted where facts show that
irreparable injury, loss, or damage may result before defendants may be heard in opposition. See
Fed. R. Civ. P. 65(b}). Here, as in similar FTC actions in this district where courts have granted

an ex parte TRO,'! there is a tangible risk that assets from the illegal activity, as well as relevant

individual defendant, Brian McDaid, as well as Sili. An individual may be held liable for corporate
practices where he or she has authority to confrol the business affairs, such as by assuming the duties of a
corporate officer, and has or should have had knowledge of the deceptive practices of the business. See
Bay Area, 423 F.3d at 636. Here, as explained above in Section III, McDaid has intimate lnowledge and
extensive participation in the business affairs. He is the sole officer of Sili. He applied for Sili’s
merchant account to accept credit cards on the Web sites, he purchased Internet services for Sili to
conduct business, and he is the sole signatory of Sili’s bank account.

11 Courts mn this district have recently granted ex parfe TROs under similar circumstances.
FTC v. Cleverlink Trading Limited, 05 C 2889 (N.D. Ill. May 15, 2005) (St. Eve., 1.} {granting ex parte
TR.O and asset freeze for violations of CAN-SPAM Act); FTCv. Harry, 04 C 4790 (N.D. Ili. July 27,
2004} (Manning, J.) (granting ex parte TRO and asset freeze for violations of FTC Act and CAN-SPAMY;
FICv. Phoenix Avatar LLC, No. 04 C 2897 (N.D. Ill. Apnl 23, 2004} (Holderman, I.) (granting ex parfe
TRO and asset freeze for violations of FTC Act and CAN-SPAM), FTC v. Stuffingforcash.com, Inc., 02
C 5022 (N.D. TIL. July 16, 2002) (Norgle, J.) (granting ex parte TRO and asset freeze for violations of
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docnments, will disappear if Defendants receive prior notice. As described in Section Il above,
Defendants already have demonstrated their ability to hide their identities. They use false
addresses and routing information in their email messages. They provide false registration
information for Internet domain names that they purchase to market their products. They
identify themselves to consumers as a company in the Caribbean.

In addition, Defendants regularly transfer funds overseas and to digital currencies. Since
December 2005, over $168,000 deposited into the Sili account has been transferred te bank
accounts in a dozen foreign countries, including Switzerland, Estomia, Latvia and Russia. (PX 1
19 28-29; PX 9.) Moreover, since May 2006, over $100,000 has been transferred into a digital
currency registered as a corporate entity in the Republic of Panama. (PX 1929.) In sum, ex
parte relief is necessary to preserve the status quo and ensure that Defendants cannot move

assets and records outside of this Court’s reach.

V. CONCLUSION

Defendants have cansed and are likely to continue to cause consumer injury because of
FTC Act and CAN-SPAM violations. Therefore, the FTC respectfully requests that this Court
issue the requested injunctive and ancillary equitable relief to halt Defendants’ illegal practices

and ensure the availability of effective final relief.

Respectfully submiited,

Williara Blumenthal
General Counsel

Lo 5,

Steven M. Wemikoff S
Marissa I. Reich

Federal Trade Commuission

55 W. Monroe St., Ste. 1825
Chicago, IL 60603

Voice: (312) 960-5634
Facsimile: (312) 960-5600

FTC Act concerning commercial email marketing work-at-home scheme); FTC v. TLD Network Lid., No.
2 C 1475 (N.D. IIl. Feb. 28, 2002) {Holderman, J.) (granting ex parte TRO with asset freeze for
violations of FTC Act for commercial email marketing deceptive sale of domain names).
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TTnited States District Court,
MN.D. Tllineis, Eastern Division.

FEDERAL TRADE COMMISSION, Plaintiff,
V.
PHOENIX AVATAR, LEC d'b/a Avatar Nutrition;
DJL, LLC; Daniel J. Lin; Mark M.
Sadek; James Lin; and Christopher M. Chomg d/b/a
Ait Herbal Marketing
Defendants.

No. 14 C 2897.
July 30, 2004.

Steven M. Wemnikoff, William Joseph Hodor, Jason K.
Bowler, Federal Trade Commuission, Chicage, IL, for
Plaintiff,

Juan A, Mateo, Law Offices of Juan A. Mateo, John
M., McManus, McManus Law, PLLC, Gerald K.
Ewelyn, Law Offices of Gerald K. Evelyn, Coral M.
Watt, Attorney at Law, Detroit, M1, Evan A Hughes,
Law Offices of Evan A. Hughes, Chicago, IL, for
Defendants.

MEMORANDUM OPINION AND ORDER
GRANTING PRELIMINARY INJUNCTION

HOLDEEMAN, J.

*] Before this court is the Federal Trade Comerission's
{"FTC™) request for a preliminary injunction to be
entered against defendants Daniel J. Lin, Mark M.
Sadek, James Lin, and Christopher Chung. A
Temporary Restraining Order {"TRO"} agamst these
defendants was entered on April 23, 2004 (Dkt. No. &)
and has conttmed by consent pendmg this ruling.
Drefendants Phoenix Avatar, LLC and DL, LLC have
fatled to appear and a preliminary inpuncrion was
entered against these defendants on May 6, 2004. (Dkt.
No. 14.) The request for a preliminary injunction
against remaining defendants Daniel Lin, Mark Sadek,
James Lin, and Christopher Chung is based on
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purported viclations of the Controlling the Assault of
Maon-Solicited Pormography and Marketing Act of 203
{"CAN-SPAM"™), 15 U.S.C. § 7701 et seq. and 15
LLS.C. 85 45{a), 32{a) { "FIC Act™). For the following
reasons, the request for a preliminary imjunction is
granted.

JURISDICTION AND VENUE

This court has subject matler junisdiction over this
action pursusant to 28 T.8.C. § 1338, 1337a) & 1345,
The defendants have made a request that this action be
transferred 1o the United States District Court for the
Eastern District of Michigan for further proceedings, or,
in the alternative, for this cowrt to stay these
proceedings. MNeither of these requests are supported
with any argument or law and are demied. Venue is
appropriate in the Northern District of Ilfinois because
defendants have transacted business here, JEN1] ree IS
U.5.C. § 53{b}, and defendants have provided no
sufficient reason why these proceedings should be
stayed.

ENL See (PX 1, 1 13-28%; (PX 1923, Att. )
at 5Y; (PX 1 1 32- 33); (PX 1, $35(d)).

FINDINGS OF FACT

Based on the evidence presented in the record, the
court makes the following factual findings.

1. Background; FTC's Preliminary Investication Which
Led to Avatar

Theresa J. Bresnahan ("Bresnahan™), parzlegal
specialist with the FTC, presented most of the FTC's
evidence in support of a preliminary injunction.
Bresnahan testified that an e-mail consists of two parts,
a header and a body. _[FNZ] (PX 1.) Among ather
things, the header usually contains identifying
information fields such as the intended recipient, the
sender of the e-mail, the date, and a subject line.
Oftentimes, the e-mail body will contain a hyperlink,
which is a link to a specific Web site on the Internet.
When a vser "clicks" ona hyperlink, that user's Internet
browser epens up on the specified Web site. A domain
narne, which is usually purchased by a user, is a unique
name that identifies a Web site. For example,
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wwwonzcom. A sub-page designation identifies
subsequent Web pages within the main Web site. For
example, "info" is the sub-page designation in
www.xyz comfingo, and clicking on this as a hyperlink
would take the user to the "info" sub-page within the
wuww. xyvz.com Web site.

FNZ2. Bresnahan submitted declarations. Atthe
heaning, Bresnahan briefly testified on direct,
affirming these previous declarations. For
convenience, the court refers to statements in
Bresnahan's declarations as testimony.

According to Bresnahan, Internet promoters will often

use an “affiliate system” to promote their preducts or
services. Promoters recruit affiliates to assist in
advertizing, oftentinees resulbting in affiliates sending out
e-mails advertising the promoter’s product. Affiliates
are ordinarily paid on a commission basis and are
assigmed a unique identifier or "affiliate moniker." This
affiliate moniker is usually appended to the end of a
hyperlink contained in an e-mail advertising the
promoter’s product. The affiliate moniker allows the
promaoter to track the affiliate's success, and allows the
affiliate 1o ebtain commissions. For example, in the
byperlink www.xyz.com/info/7id=123, "123" is the
affiliate moniker. The promoter is able to track sales
generated by this hyperlink to the person assigned the
particular affiliate moniker "123."

*2 Bresnahan testified that the FTC maintains, for law
enforcement purposes, an ec-mail address where
consurners can forward unsolicited commercial e-mail
messages, commonly referred o as "spam."” Thess
e-mails are stored in a searchable database {"spam
database™). As part of her duties as a paralegal
specialist with the FTC, Bresnahan was asked to search
the FTC's spam database as well as commercial Internet
newsgroups for suspected misleading or deceptive
spam. After reviewing a mumber of spam messages
containing a variety of domain names, Bresnahan began
o recognize two similarities among certain hyperlinks,
First, she noticed that the structure of certain hyperlinks
was sunilar m that these hyperkinks shared similat
sub-page designations ending in similar affiliate
monikers. For example, Bresnahan testified that a
typical hyperlink in the spam she reviewed was

formatted as follows:
"www. keepyourmatehappy. biz/im2findex.php?  aff
iood = m 4 " o r

“www.conntupandlookaway. comimZfindex. php?ofi
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if=m4." Second, Bresnzhan bepan to notice that
hyperlinks with these similar sub-page designations
were linked to Web sites selling certain products, For
example, hyperlinks containing the sub-page
designation "m2" were linked to Web sites selling the
Med Diet Patch, a purported weight-loss product.

Finally, Bresnahan began to notice that the hyperlinks

described above, containing similar  sub-page
designations and affiliate monikers, frequently linked 1o
Weh sites with similar locking content. The hyperlinks
with similar sub-page designations and affiliate
monikers led to Web sites with similar content even
though the domain names were often different. This led
Bresnahan to draw the inference that this certain variety
of domain names she encountered were ali related to the
same enterprise. As a result of this inference, Bresnahan
and others at the FTC began to cornpile a list of all
these domain names they believed to be related. The
FIC desipnated these related domain names the
"Avatar" domain names. According to Bresnahan, the
FTC identified 108 Avatar domain names. (PX 1, Att.
A

In the course of this investigation, FI'C personnel
visited the Web sites of domain name registrars to
obtain information on whe had registered the various
Avatar domain names. The 103 Avatar domain names
for whick domain name registration informatien was
available are purportedly registered to twenty-two
persons or entities located in various countries
throughout  the world, including: South Africa,
Lithuania, India, Singapore, Taiwan, Korea, France,
Russia, Argentina, Malaysia, Turkey, Mexico and
China. {PX 1, Att. B.)

II. Undercover Purchases

For purpozes of mvestipgating the Avatar domain
names, Bresnahan pesed as a consumer, using an alias
and undercover information, including a shipping
address, telephone line, e-mail address and a VISA
credit card account. Bresnahan made four purchases
from Web sites with Avatar domain names, two of
which are relevant to the instant request for a
preliminary injunction. Bresnzhan linked to these Web
sites by clicking on hyperlinks contamed in spam
received from the spamdatabase or commercial Internet
news groups.

A First Undercover Purchase: Med Diet Patch from
countupandicokaway.com
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*3 On January 9, 2004, Bresnahan used a personal
computer to visit the Web site
www, countupandlockaway.comm2/index php? AFF_
D=4 ("conntupandicokaway.com”), for the purpose
of purchasing the product sold on that Web site, a Med
Diet Pzich. A printed copy of the
countupandlookaway.com Web site was admitted into
evidence. (PX 1, Att, C.) The home page, or initial page
encountered when visiting countupandlookaway.com,
included five links leading to five separate sub-pages:
PRODUCT INFO, TESTIMONIALS, FAQ'S,
CONTACT, ORDER NOW. Despite the sub-page
entitled CONTACT, this Web site contined no
information identifying the seller. There was no
telephone number, address, e-mail address or other
identifying information. The CONTACT sub-page
purportedly allowed a consumer to contact the seller by
submitting an entine form. (PX 1, Att. C, p. 6.)

To purchase the Med Diet Patch, Bresnahan clicked on

the hyperlink "ORDER NOW" which took her Internet
browser to the sub-page used to place orders {"Order
Page™). (PX 1, Att C at 8-9 .) The Order Page was
entitled "Driet Patch Secure Order Form," and it
required the entry of identifying and payment
infonation. Bresnahan entered the corresponding
undercover information and clicked on a button marked
"Click to Authorize™ to complete the $59.95 purchase
for the Med Diet Patch._[FIN3] After submittimg the
order, Bresnahan's Internet browser was directed to a
confirmation page. This page stated that the charge
appearing on the FTC's undercever credit card would
appear as "AIT" or "MYPAYSYSTEMS." (PX 1., Att.
Cat19.)

EX3. The completed Order Page was admitted
into evidence with the undercover FIT
information redacted. See (PX 1, Att. C at
8-9.)

MyPaySystemsis a credit card processor located in
Quebec, Canada, which maintzins its own Web site:
www.mypavsystems.com. This Web site allows
consumers to inquire about credit card charges
processed by MyPaySystems. Upon entering the credit
card information used to make a purchase processed
through MyPay3ystems, a consumer can access an
"Order Details" page produced by MyPaySystems.
With respect to Bresnahan's purchase of the Med Diet
Patch, on Jamuary 14, 2004, MyPaySystems listed the
Vendor Company Name as "PHOENIX AVATAR,
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LLC." the Vendar's Customer Support Line as (366)
248-1101, and the Vendor's Web site as
wwwavatrnuirition.com. See (PX1, Att.D.)

Omn or about Janeary 14, 2004, a package was received

in Tesponse to Bresnahan's undercover purchase of the
Med Diet Patch, The package was addressed to the
undercover alias nsed by Bresnahan and it was marked
as having been sent by Avatar Nutrition at P.O. Box
251570, West Bioomficld, Michigan. See (PX 1, Att.
F.) Contained in the package was an inveice dated
January 9, 2004, from "AIT Herbal Marketing/Avatar
Nutrition." {PX 1, Att. H.}) The telephone number
appearing on the imvoice--(866) 243-1101--was the
gsame telephonc number appearing on  the
MyPaySystems's Order Details page. The invoice also
listed an e-mail address at supporti@aitmarketing.com.
and a Weh site address at www. avaternutrition.com. A
printed copy of www.avatarnutrition .com was entered
into evidence. (PX 1, Att. 1} The package contained a
product called "Premium Diet Patch." {PX 1, Ate. G.}

B. Second Undercover Purchase: Slim Form Patch
Jrom keepyourmatehappy. biz

*4 On February 24, 2004, Brespahan purchased a
product entitled Slim Form Patch from
www keepyourmatehappy biz/m2findex php? AFF 1D
=4 ("keepyourmatchapppy.biz"). (PX 1, A J at 1-9.)
This Web site was similar to the
countupandlookaway.com Web site in that it contzined
no information identifying the seller. In a manner
similar to the first vndercover purchase, Bresnahan
submitted a $59.95 order for a Slim Form Patch, and
just as with the first purchase, her Internet browser was
directed to a confirmation page that informed her the
charge appearing on her credit card statement would
appear as "AIT." (PX 1 at 12.}

In response to this purchase, the FTC's undercover
credit card account was billed the $59.95 by AIT
Herbal Marketing. (FX 4, Att. A4 ) The FTC offered
evidence that this credit card charpe was facilitated by
a credit card processor called First Data. See (FX 3.)
Records from First Data show defendant Daniel Lin, as
the purported ovwner of AIT Herbal Marketing, openad
a merchant account with First Data. (PX 5, FDC003.)
These records also show the actual FTC credit card
charge for this second undercover purchase in a log
compiled by First Data for AIT Herbal Marketing
charges. {PX 5, FDCGO386}

On or about February 26, 2004, a package was
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received at the undercover address in response to the
purchase of the Slim Form Patch. The box was
addressed to the alias used by Bresnahan and sent via
FedEx delivery. There was no invoice in the box.
However, the FedEx label was marked as having been
sent by Avatar Nuirition from P.O. Box 251570, West
Bloomfield, Michigan. {PX 1, Att. K.) This address and
the name Avatar Nuirition were also listed on the
invoice received from the first undercover purchase.
The product contained in the package was a Premium
Dret Patch, the same product the FTC received in
response 1o its first purchase. (PX 1, Att. L.)

iIl. Representefions on the Web Sites and Product
Packaging

The Web site countupandlockaway.com contained
various representations about the Med Diet Patch. A
banner is sprawled across the top of the home page and
sub-pages in a font larger than most of the other text on
the pages. The banner contains the term "Med DIET
PATCH," with three purported attributes listed directly
under the term in similarly large fom: "BUBRNS FAT",
"INCREASES ENERGY™, "CONTROLS APFETITE".
(PX 1, Att. T, p. 1.) Also present in large font near the
tep of the home page are the following phrases: "LOSE
WEIGHT THE EASY WAY," "IT'S NOT A DIET ...
IT'S APATCH." (7d.) The body of the text on the home
page begins with, "Med Diet Patch is a cutting-edge,
advanced appetite suppressant, metabolismbooster, and
energy enhancer ... ail in one!™ and also contains the
sentence, "Just place a new adhesive skin patch
anywhere on your body, each day for continuous, safe,
and effective weight loss." (1d.}

This Web site keepyourmatehappy. bizcontained this
representation: "About The Patch: Slim Form Patch is
a highly effective weight loss patch developed in
Ewope by Danish scientists and Freoch biologists "
(PX 1, Att. J at 1.) The same page contained the
representation: "Non-invasive safe and easy touse, this
patch guarantees weight loss with dramatic results.”
(f4) The Web site alzo stated: "Slim For Paich 15 a
‘steady’ weight loss system. This means you fose fat.
While the patch is working to tumn fat inte tened
muscle, you can 2at normally ..., without dieting." (4.
at3)

*5 The FTC received a Premnium Diet Pact in both of
its purchases. (PX 1, Att G, Att. L.} On the front of the
packaging of this product, directly under the name
Premium [ret Paich, is the phrase "WEIGHT LOSS
FORMULA." The back of the package states the
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following:
The Premium Diet Patch is specifically formulated to
safely stinmlate your metabolism, causing your body
to use and absorb food more efficiently and to bum
fat rather than store it. The patch will assist in
decreasing vour appetite as well as increasing your
encrgy, helping your body to lose weight natraily.

Use the Premium Diet Patch every day until you

reach your desired weight. I¥'s safe, natural, and easy

to use!

(#d.} The back of the package also contains a set of
directions, a list of ingredients, and the following
disclaimer: "These staternents have not been evaluated
by the Food and Drug Administration. This product is
not intended to diapnose, treat, cure o1 prevent any
disease.” (1d.}

IV. Paper Trail Leading fo the Defendants
A, Corporate Information

The FTC introduced evidence reparding the following

information. Phoenix  Avatar, LLC (the name
MyPaySystermns listed as the vendor of the first
undercover purchase) was organized in Nevada on
September 30, 2003, with a registered agent listed as
EasiBiz.com, Inc. {PX 1, Att. M.} Records from
EastBiz.com pertaining to the formation of Phoenix
Avatar, LLC were also introduced into evidence. {PX
15.) These records show that defendant James Lin, with
a billing address of 1350 Chapin, Birmingham, MI,
48009 paid the $833 fee to EastBiz.com required to
form an LLC in Nevada {PX 10, EB003.) As described
below, the records for bank account number 384282030
with National City Back, controlled by defendants
Daniel Lin, James Lin and Mark Sadek, show an 3833
payment to EastBiz com. (PX 7, EB 00105 )

The FTC introduced imto evidence a filing for a
Michigan Business Fictitious Mame; "AIT HERBAL
MARKETING," with 2 business address of 634
Woodward Ave., 4th F, Detriot, 48226. (PX 15.) The
record listed a comtact name and contact address as
defendant Christopher Chung, 7080 Ten Hill Dr., West
Bloomfield, MI. (PX 13.) The FTC aiso offered
evidence showing that "Ait Herbal Mki" with an
address of 7080 Ten Hill Dr., W. Bloomfield, MI,
through Mark Sadek, applied for P.O. Box 251570 in
West Bloomfield Michigan {the address both
undercover purchases were received from). (PX 4, At
P.} The FTC also introduced evidence received from
AT & T Corporation relating to the telephone number
informaticn it received in making the first undercover
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purchase of the Med Diet Pakch. This telephone
number-{866) 248-1101, which was provided by
MyPaySystems as the Vendor's Customer Support Line
for the first undercover purchase, and listed on the
invoice the FTC received in regard to the first
undercover purchase--was registered to AIT Herbal
Marketing, located at 7080 10 Hill Street, West
Bloomfield Michigan. (PX 1, Att. P}. AT & T listed the
contact name on the account as defendant Mark Sadek.
(1d.)

*§ Finally, the FTC offered evidence regarding a filing
for a Michigan domestic limited liability company,
DJL, LLC. (PX I, Au. © ) Defendant Daniel Lin was
listed as the agent for DIL, LLC in this filing, which
listed the registered office address as 1350 Chapman,

Birmingham, MI, 48009, (74.)

B. Financial Records

The FTIC also offered evidence regarding a bank
account nomber 884282030 with National City Bank in
the name of DJL, LLC. (PX 1, At ; PX 7,
NCB(95.) The signatories on this bank account are
defendant Praniel Lin, President; defendant James Ein,
Vice President; and defendant Mark Sadek, Director of
Operations. Examination of the records of this bank
account showed frequent deposits fTom various credit
card merchant processors. (PX 7, NCB0095, NCB
00107-110.) According to Bresnahan, examination of
the bank records indicates that from September 2003 to
January 2003 the total amount deposited into this bank
account was approximately $462,600. (PX 1% 34c).)
The records also indicate that a payment of $833 was
made to EasiBiz.com. (PX 7, EB 00105).

The FTC alse introduced evidence regarding an
account with the credit card processor First Data. (PX
5.) Defendant Daniel Lin opened a merchant account
with First Data under the name AIT Herbal Marketing.
(PX 5, FDC0O03.) The AIT Herbal Marketing merchant
account with First Dara was identified as account
mumber 267765788885, (PX 5, FDOO386.) The AIT
Herbal Marketing merchant application with First Data
instructed that credit card pavments be deposited into
bank account number 884282030, (PX 5, FDC003.}
The records of bank accowt mumber 854282030
identify repeated deposits from "MERCHANT
BANKCD 207765T8885" from Scptember 2003
through March 2003, {PX 7, NCB 0097-98, 107-110,
132-33)

The FTC also cffered evidence showing that the
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defendanis purchased numerous Fremium Diet Patches
from a company called EyeFive in California,
Defendant James Lin first contacted EyeFive in late
August of 2003 to make a whoelesale inquiry that led to
the purchase of 500 bottles of VP-RX virility pills. See
{(PX 12, EF00505-06.) In early November 2003,
EveFive informed Defendant James Lin that it was now
marketing the Premium Diet Paich (PX 12,
EF00389-91 .} In mid-November 2003, Lin bought 500
premium diet patches for $5.67 each. (PX 12, EF00402,
EF0023.) He bought another 2(1) diet patches in March
of 2004, {PX 12, EF()33), and he ordered another 100
diet patches on April 27, 2004, (PX 12, EFO(47,
EF0027.) All of these products were shipped 1o DIL,
LLC, with an address in New York, New York. {PX 12,
EF0023; EF0035; EF0047.)

V. Expert Testimony Regard the Efficacy of the
Premium Diet Patch

The FTC presented evidence from Michael Jensen
M.D. {"Jensen"}. Jensen is a professor of medicine at
the Mavo Medical School, located in Rochester,
Minnesota, and a member of the Endocrine Research
TInit of the Mayo Clinic. (PX 2 Y 1.} Jensen reviewed
printputs of the twe Web sites,
countupandlookaway.com and keepyourmatehappy biz,
as well as a photecopy of the Premium Diet Patch.
Jensen found, based npon his professional experience
and knowledge, "that none of the ingredients listed on
the weight-loss patch 1abel and web site, separately or
together, could cause any weight-loss." (fd 9 9.} Jensen
also found that "none of the ingrediems listed on the
weight loss patch label and web site, separately or
together, could cause an increase in metabolism, a
decrease in appetite, and a reduction of food cravings,
thereby enabling users to lose substantial, or any
weight" (14 §10.)

*7 Under cross-examination Jensen stated that “the
standard scientific approach to testing 2 patch product
would be to give an active patch to a group of people
and a placebo patch to a group of people and determine
the effects between the two groups.” (June 4, 2004 Hrg,
Tr. at 44.) Jensen did not perform this type of scientific
testing and testified that such testing would not have
been helpful becanse the ingredients listed on the Web
sites and on the Premium Dviet Patch packaging had not
been found “individually or in combination in the
literature to provide a reasonable mechanism of action
that could allow one to predict that they would have the
eftects they were claimed to have." (Jd)
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The defendants introduced into evidence an excerpt
from a television broadeast. (DX H.} In: this excerpt, a
television news show identified as channel 4, but with
no city or geographic location noted, compared the
effects of four common weight loss products: Skim Fast,
a diet patch, diet and exercise, and surgical
intervention. (June 4 2004 Hrg. Tr. at 69.}) Four
contestants were each asked to utilize one of the
respective diet methods over a period of four weeks,
and the result was that a Mr. Ortiz, who utilized a diet
patch, claimed to have lost 25 pounds over a four week
period. (7d.) In response to this evidence, Dr. Jensen
testified that (1) four weeks is not an adequate time test
for treatments of obesity, the Food and Drug
Administration, for example, requires one to tWo years
of testing to approve a new product for obesity
treatment (June 4 2004 Hrg. Tr. at 66}; (2} Mr. Ortiz's
claimed success with a diet patch was not probative
because Mr. Ortiz was biased as to the onicome of
using the patch (4. at 69); and {3) that this test was at
most anecdotal evidence. [T1N4]

FNd. The defendants also introduced a
number of documents relating to the efficacy
of certain herbal supplements in weight loss.
Defendants have chesen not to rely upon any
of these exhibits in their closing argument, and
the court, accordingly, will not consider these
documents.

V1. Expert Testimony Regarding Spam

The defendants called Paul H, Howell {("Howell"),
Chief Information Technology Security Officer at the
University of Michigan, Ann Arbor, Michigan to
lestify. See {Defs.' Ex. V; Dkt. No. 39, Att. N.} In his
"Preliminary Report,” Howell explained that e-mail
sender and receiver information can be easily forged.
{Defs.” Ex. W at 1; Dkt. No. 39, Att. M at 1.) To
explain how this information is forged, Howell
analogized e-mail to regular mail {e.g ., United States
Postal Service). (/d. at 2.) Howell explained that both
types of mail utilize an cuter envelope. The senders of
both types of mail generally place their return address
on the cuter envelope. However, with both types of
mail it is possible to provide misleading information in
the form: of a false return address, which is unreliable
for determining the source of the mail. Both types of
mail also contain postmarks: computers, which process
and forward e-mail, insert a line of test that is analogous
to a postmark stamp in regular mail. This "electronic
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postmark” includes date and time stamps that can be
used to trace back the origin of an e-mail. It is pessible,
however, to insert misleading electronic postmarks in
an attempt to conceal the source of an e-mail. Howell
testified that the sender informaticn on the e-mails
introduced into evidence by the FTC had been forged in
an atternpt ko thwart the identification of the true sender.

*§ According to Howell, the only reliable method for
tracing an e-mail back to its true origin is to confirm the
validity of the electronic postmarks and follow those
back to the original sending computer. Omce the
originating computer has been identified, various means
may be used to determine who actually sent the e-mail.
Howell testified that the FTC failed to follow this
procedure by not attempting to identify the sending
computer of the e-mails by tracking back the
information in the electronic posimarks. Howell
concluded that there is no circumnstantial or direct
technical evidence that links the sending of the e-mails
in this case to any particular person. Howell also
concluded that the sender information on the e-mails
introduced nto evidence by the FTC had been forged in
an attempt to thwart the identification of the true sender.

The FTC introduced an expert report from Brent
Dylan-Rudy Deterding {"Deterding”), Semior Security
Analyst at LURHQ, 2 managed security services
provided in Chicago, Illinois. (PX 25.} Deterding
testified that senders of spam {"spammers™) go to great
lengths to obfuscate the true and complete transmission
path sparn takes.

Deterding testified that spammers' preferred method for
hiding their identity is to utilize an "open proxy.” {fd.)
An open proxy is a computer that, with or often without
the owner's knowledge, accepts connections from
anyone, anywhere, and forwards the e-mails from those
comnecticns as if the e-mails had originated from the
openproxy. According to Deterding, these open proxies
result from either (1) insecure software that allows a
spammer to utilize the open proxy or {2) scftware
malicionsly installed on a compauter, such as worms,
Trojan horses or viruses that turn the computer inte an
cpen proxy. (/4. at 2.) Deterding's report stated that itis
a widely held epinion in the computer industry that a
majority of spam is sent using open proxies. ({d)
Furthermore, ComCast, the nation's largest Internet
Service Provider, estimates that nearly 90% of e-mail
sent on its network is spam sent through open proxies.
{Id.} (citation omitted). Deterding testified that the use
of open proxies makes tracing e-mail back to its truc
source pear impossible. (fd. at 3.) Finally, Deterding

Copr. © West 2004 No Claim to Orig. U.8. Govt. Works




Slip Copy
2004 WL 1746698 (N.D.IIL)
(Cite as: 2004 WL 1746698 (N.D.1L))

concluded that the e-mails introduced by the FTC, that
led to the two Web sites countupandlookaway.com and
keepyourmatehappy.biz, were sent through open
proxies, and, therefore, that there is not a reliable,
accurate, technical method to determine the sender of
these spam messages. (fd. at 4.)

STANDARD OF REVIEW

This court reviews the FTC's request for an injunction

pursuant to 13 U.S.C § 53b) under the "public
interest" test, which requires that this court o (1)
determine the FTC's likelihood of success on the merits,
amd (2) balance the equities. FTC v Word Travel
Facation Brokers, Ine., 881 ¥.3d 1020, 1028-29 {7th
Cir. 1988 ("We believe that the legislative history of
section 13(b) makes it quite clear that the public
interest' test is the correct appreach™). Under the
"public interest” test, "the FTC need not prove
irreparable injury to obtain a prelimivary injunction.”
Kinnev v, fnfT Ustion of Operating Eng'rs, Local 130
AFE-CIO 994 F.2d4 1271, 1277 (7th Cir.19933. The
threshold showing of a likelihood to succeed under the
traditional test is a better than negligible chance of
success on the merits, and this court adopts that
standard here. See Cooper v. Salazar, 196 F.3d 809,
813 {7th Cir 19943,

*0 Under the public interest test, "private concerns
may certainly be considered, [but] public equities nmst
receive far greater weight ." Horld Travel Facation
Brokers, fme.. 861 F.2d at §029; see also FTC v
Weverbapnser (o, 665 F3d 1672, 1683
(D.C.Cir. 1981} ("When the Commission demonstrates
a likelihood of ukimate success, a countershowing of
private equities alone would not suffice to justify denial
of a preliminary injunction."). That is not to say,
however, that private equities receive no weight, as the
Seventh Circuit has explained: "While not giving
confrolfing weight to 'private equities’-of course
not—the cases give them some weight." F7C v, Elders
Grain, _fmc, 868 F.2d 901, 983 (Tth Cir 1980,
"P]rivate equities are entitled to serious consideration,”
especially where the defendant "can shew irreparable
injury to it from the grant of an injunction.” fd. "[1]f the
defendant can show ireparable injury to it from the
grant of the injunction, then merits and harms must be
evaluaied in the usual way." f4. This "usual way" would
involve a "sliding scale” approach. Id.; see also 11 fnc.
v. Jomes (rroup fnc, 237 F3d 891, 895-96 (Tih
Cir.2001}. This sliding scale approach requires that the
court factor the FTC's probability of success on the
merits imo the balance of the harms. Thus, "[t]he
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greater the plaintiff's likelithood of success on the merits
... the less hamm from denial of the preliminary
injunction the plaintiff need sheow in relation to the
harm that the defendant will suffer if the preliminary
injunction is granted." Efders Grain, fne., 868 F.2d at
903 "The sliding scale approach is not mathematical in
nature, rather ‘it is more properly characterized as
subjective and intitive, cne which permits district
courts to weigh the commpeting considerations and meld
appropriate relief.” " Ty Jue., 237 F.3d at 896 (citations
omitted).

ANALYSIS
1. FTCs Likelihood of Success on the Merits

To establish a likelihood of success on the merits, the

FTC mmst show a violation of the law that the
defendants committed. The two statutes allegedly
violated by the defendants are the FTC Act and
CAN-SPAM. The court will first address whether these
statutes have been violated and then, evaluating all of
the evidence, the court will analyze the FTCs
likeliheod of success i establishing the defendants'
ligbility at a trial on the merits.

A. Vialafions of the FTC Act and CAN-SPAM
{i) FTC Aet

The FTC Act states, in perdnent part: "[ujofair
methods ef competition in or affecting cornmerce, and
unfair or deceptive acts or practices in or affecting
commerce, are declared unlawfol." 15 T S.C. §
45{a) 1} The FTC Act also prohibits the dissemmation
of false advertisement for the purpose of inducing the
purchase of a drug or device. 13 11.8.C. § 52{a}. The
FTC Act deems such dissemination of false
advertisement "an unfair or deceptive act of practice in
or affecting commerce within the meaning of section
45" 15 LLS.C. & 53(bh The Seventh Circuit has
explained that "representations ... likely [fo] mislead
consumers, acting reasonzbly, to their detriment” are
deceptive within the meaning of section 43(a}(1) of the
FTC Act. FTC Yy World Trave! Facasion Brokers, fnc.,
861 F.2d 1020, 1629 (7th Cir 1988} (citation omitted).
"In addition, '[m]isrepresentations of matenal facts
made for the purpose of inducing consumers to
purchase services constitute unfair or deceptive acts or
practices." J[fd. ({citation omitied). The
"misrepresentation or practice need not be made with an
intent to deceive” to viclate the FTC Act. In general,
advertisements are considered deceptive if the
proponemt lacked a reasonable basis for asserting its
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truth, See Kraft, fne v FTC 9 F24 311, 314 (Tth
Cir. 1992y, FTCv. Pantron { Corp, 33 F.3d 1088, 1096
{Sh Cir.19948: Fhompson Medical Co. vy FIC 700
F.24 189 193-94 (D.C.Cir. 19861, See also FTC v
Sabal,_32 F.Supp.2d 1004, 1H7 (N.DUI1L.1998).

*14 This court rules that the FTC has a better than
wegligible chance of success on the merits of its claim
that the representations regarding the Premium Diet
Patch ("diet patch™} are deceptive, The Web sites and
packaging of the diet patch made express claims that
the diet patch would cause weight loss by suppressing
appetite and boosting metabolism. The packaging
represented that the diet patch was a "weight loss
formula,” and that using the diet patch would "safely
stimulate your metabolism, causing your body to use
and absorb food mere efficiently and to burn fat rather
than store it." The two Web sites that the FTC utilized
to purchase the product contzined similar
representations, describing the diet patch as "a highly
effective weight loss paich.”

The evidence presented at the hearing showed that
these representations were false. In sum, Dr. Jensen
testified that there is no scientific evidence relied upon
by the medical community that would suggest that the
diet patch the defendants soid or advertised on the two
Web sites would cause any weight loss, increase
metabolism, or decrease appetite. The evidence
submitted by the defendants to the contrary does not
detract from Dr. Jensen's conclusions, and certainly
does not provide substantiation for the defendams’
contention that the diet patch representations are not
deceptive.

The defendants argue that the following disclaimer,
present on the diet patch packaging, proves that it does
not violate the FTC Act: "These statements have not
been evalnated by the Food and Drug Administration.
This product is not intended to diagnose, treat, cure or
prevent any disease.” But this disclaimer does not
address, much less deny, the representations regarding
weight loss and therefore cannot cure the deceptive
representations, FTCyv. U8 Sales Corp., 78S F.Supp.
737,751 (NI 19920 (" Dhisclaimers or qualifications
in any particular ad are aot adequate to avoid liability
unless they are sufficiently prominent and unambiguous
to change the apparent meaning of the claims and to
leave an accurate impression.”)

The main thrust of defendants” oppositien to liabikity
under the FTC Act is the argument, without any citation
to legal authority, that the FTC cannet be successiul on
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the merits of its claims without providing evidence of a
specific consumers being "defrauded” or harmed. The
FTC has made the required showing that the defendants’
claims are false, and therefore "deceptive” under the
act. The FTC has also made the required showinp that
consumers relied upon these deceptive claims. "[Olnce
the FTC shows {1) that a reasonably prudent person
would rely on the deceptive advertisements, (2} that
these advertisements were widely disseminated, and {3)
that consumers purchased the product, TtJhe burden
shifts to the defendants to prove that the representations
were not relied upon by the consurmners.” " FTC v, #orld
Traveler Vacation Brokers, fuc., 861 F.2d 1020, 1029
{(7th _Cir.1988} (citation omitted). The false
representations about weight loss were disseminated
over the Intermet and the FTC has presented evidence
establishing that the defendants purchased at least 800
diet patches in three separate orders over 2 six-month
period. The fact that defendants continued to purchase
diet patches leads to the cenclusion that consumers
were purchasing the diet patches—a conclusion
buttressed by the bank recerds indicating mmmercus
deposits into the defendants’ bank account from credit
card processors.

*11 Accordingly, this court rules that the FTC has
demonstrated a better than negligible chance of success
on the merits of its claims that representations on the
Web sites countupandlockaway.com and
keepyourmatehappy biz, as well as on the packaging of
the diet patch viclate the FTC Act.

(i) Fiolafions of CAN-SPAM

On Jammary 1, 2004, the Controlling the Assault of
Non-solicited Pornography and Marketing Act of 2003
["CAN-SPAM™) went into effect In this legislation,
Congress made the finding that electronic mail had not
only "become an extremely important and popular
means of communication, relied on by millions of
Americans on a daily basis,” but that it also served an
important role "for the development of frictionless
commerce.” 15 TLS.C. § T701{a}1). These great
benefits for society and cconomy are, however,
"threatened by the extremely rapid growth in the
volume of unsolicited commercial electronic mail." §
7708{aK2). According to Congress, unselicited
commercial electronic nxil, or spam, "accounts] for
over half of all electronic mail traffic, up from an
estimated 7 percent in 2001." § TTOHa2). The
prevalence of spam sipnificantly detracts from the
efficiency and convenience of electronic mail. See §§
Tr01{a)3 a0}, Congress specifically
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listed what it considered to be the evils of spam: that its
source and purpose for being sent are often disguised,
§8 ¥701(aH 7). (a)(8); that senders of spam often do not
provide s recipients with the ability "to reject {or
"opt-out” of) receipt” of the spam, § 7701{a}{%); and
that senders of spam are able "to gather large mumbers
of electronic mail address on an sutomated basis from
Internet websites ... where users mmst post their
addresses in order to make full use of the website or
service." § 7701 {aW10).

Based upon these findings, Congress determined that:
{1} there is a substantial govemment interest in
regulation of commercial electronic mail on a
nztionwide basis;

{2} senders of commercial electronic mail should not
mislead recipients as te the source or content of such
mail; and

{3) recipients of commercial electronic mzil have a
right t¢ decling to receive additional commercial
electronic mail from the same source,

§ 7701{D). Finally, CAN-SPAM specifically notes that
"[it is the sense of Congress that ... Spam has become
the methed of choice for those who distribute
pornography, perpetrate fraudulent schemes, and
introduce viruses, worms, and Trojan horses inte
personal and business computer systems.” § 7703{c).

In accordance with the preceding Congressional
findings, CAMN-SPAM imposes certain requirements cn
those who "initiate the transmission of commercial
electronic mail message[s]." § 7704{a)(1)._[FN5}
Commercial e-mail messages nmst net contain
materially false or misteading information regarding its
source or deceptive subject headings. §§ 7704{a)(1},
{a)(2}. Commercial e-mail messages must contain: {1)
2 return email address or other "opt-out" mechanism
that allows a recipient to voice his or her objection to
further receipt, {2} a clear identification that it is a
commercial advertisement or solicitation, [Fiv6] (3)a
clear notice of the ability to "opt-out,” and {4) the
sender's physical postal address. §§ 7704{a)(3}, (a)(5).
CAN-5FAM also makes it unlawful to send commercial
emails to a recipient who has “opted-out.” §
FI04{a)4). A violation of CAN-SPAM "shail be
enforced by the [FTC] as if the violation ... were an
unfair or deceptive act or practice.” § 7706{a)

FM3: "The term 'initiate,! when used with
respect to a commercial electronic mail
message, m2ans to originate o transmit such
message or to procure the originabion or
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transrmission of such message, but shall not
include actions that constitite routine
comveyance of such message. For purposes of
this paragraph, more than one person may be
considered to have initiatzd a message." 13

LLS.C. § 7709

F6. This requirement does not apply "if the
recipient has given prior affirmative consent to
receipt of the message.” § 7T7(M{a)(5)B}.

*12 There is no dispute that the e-mails I question
vielate CAN-SPAM, These e-mails, in fact, violate
most, if not all, of CAN-SPAM's major provisions.
Both of the techmical experts testified at the preliminary
mjunction hearing that the e-mail messages marketing
the two Web sites countupandlookaway.com and
keepyourmatehappy.biz concealed the identify of the
sender, violating gection 7704{aj(1}'s requirement that
e-mail messages shall not contain "header information
that is materiaily false or materially misleadmng.” [FNY
Furthermore, the e-mazils do contain neither a
conspicucus notice of the ability to "opt-out,” nor the
sender's physical postal address, nor a clear notice that
the e-mails are commercial solicitations. All of these
omissions violate CAN-SPAM. § 7704{a)(5)A).

7. "The term header information' means
the source, destination, and routing
information attached to an electrenic mail
message, including the onginating domain
name and originatmg electrome mail address,
and any other information that appears in the
line identifying, or purporting o identify, a
person initiating the message.” § 7702{8).

While defendants have not disputed that the e-mails
violate CAN-SPAM, they have attempted to mount a
constimtional challenge to CAN-SPAM  itself.
According to the defendants, CAN-SPAM "prohibits
various e-mail messages which omit  certain
information, and accordingly, i5 a content-based
Internet restriction, which is presumed invalid." (Defs.”
Closing at 21.} Defendants support this conchisory
statement with a quote from the Supreme Court's recent
decision in Askeroftv. Americar Civil Liberties Union,
U8 — 124 8.0 2783, - L.Ed.2d —- {20{4), in
which the Supreme Court held that the Child Omline
Protection Act ("COPA™), 47 U S.C. § 231, was an
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invalid content based restriction. This court will only
consider the single constitutional argument raised by
defendants, Defendants contention that a prohibition on
e-mails omitting certain information--or a requirement
of disclosures—amounts to content-based restrictions on
speech is rejected because it "overlooks material
differences between disclosure requirements and
outright prohibitions on speech.” Zouderer v. Offfce of
Disciplinary Connsel of the Supreme Court of Ghin,
471 ULS. 626 105 S.Cr. 2265 2281 85 [ Ed.2d 652
{1985]). In short, requiring disclosure of information
does not amouat to a conteni-based resiriction. See 4.
Accordingly, defendants constitutional claim fails.

B. Defendants’ Responsibility for Violations of the
FTC Act and CAN-SPAM

In the Finding of Facts section, the court has laid out in
detail the evidence the FTC has presented to tie the
defendants to the deceptive practices and violations of
CAN-5PAM. The evidence connects the defendants to
the entities selling the diet patches from the two Web
sites countupandlookaway.com and
keepyourmatehappy.biz and also establishes that the
money spent purchasing the diet patches ended up in
the defendants’ possession.

Phoenix Avatar, LLC was listed by MyPaySystems as
the wvendor selling diet patches from
countupandlookaway.com, and AIT Herbal Marketing
was listed on the inveice from this purchase, and AIT
Herbal Marketing appeared on the FTC's credit card
statement for the second purchase. Thus, the evidence
establishes that Phoenix Avatar, LIC, and AIT Herbal
Marketing were selling the diet patches marketed on the
Web sites countopandiookaway.com and

keepyourmatehappy biz.

*13 The fact that these entities used these Web sites to

sell their products establishes that they are likely
responsible for the content of the Web sites. Similarly,
the entities are likely responsible for the offending
spam, which functioned as advertisements for the Web
sites. The offending spam contained hyperlinks to these
Web sites and also contained advertisernents such as
"Amazing patch makes you shed the pounds!” which
directed recipients of the spam to the Web sites, (PX 4,
Att. L, M) Accordingly, it is quite likely that the
entities utilizing the Web sites to sell diet patches
initiated the transmission of the spam advertising the
Web sites.

This conclusion is not undermined by the absence of
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technical evidence tracing the spam in this case back io
its source. Both experts testified to the difficulties of
determining the source of spam, due to the fact that
those who send spam go to great lengths to hide their
identities. And both experts testified that the e-mails in
this case contain misleading information ingerted for the
purpose of obfuscating their true source. The FTC's
expert also testified that no technical method existed to
determine the source of the e-mails becanse of the use
of open proxies. Technical evidence commecting a
person orf an entity to spam weuld cerminly be
persuasive. However, it is not necessary to prove a
viplation of CAN-SPAM, as the definition of "inittate"
in CAN-SPAM makes clear. Liability is not limited to
those who physically cause spam to be transmitted, but
also extends to those who "procure the origination” of
offending spam. 15 1.5.C. § 7702{%). The technical
evidence attested to by defendants' expert Howell could
not establish who "procure[d] the origination” of spam.
Therefore, the statute necessarily contetriplates the use
of nontechnical evidence to prove the source of

offending spam.

Finally, the evidence connects the defendants to these

two entities that are likely responsible for the deceptive
practices and CAN-SPAM violations described above.
Defendant James Lin, utilizing his bank account
884282030 jointly controlled with defendants Dhaniel
Lin and Mark Sadek, paid the fee required to form
Phoenix Avatar, LLC. The record also establishes that
defendant Christopher Chung registered the Fictitions
Business MName AIT Herbal Marketing, which was
listed on the inveice the FTC received from its first
undercover purchase. AIT Herbal Marketing, through
M. Sadek, applied for the P.O. Box 251570, from
which both undercover purchases were shipped. The
FTC's undercover credit card was billed by AI'T Herbal
Marketing for the second undercover purchase. The
evidence establishes that credits to AIT Herbal
Marketing's merchant account with a credit card
processor were deposited into bank account
884282030. The FTC has shown that the defendants are
likel¥ the mdividnals acting through the entities
Phoenix Avatar, LLC and AIT Herbal Marketing,

At this stage of the liigation, the court is also not
swayed by defendants mere asgertion that the FTC has
failed to offer evidence of the defendanis’ "zctual
lmewledge and/or participation in what the FTC claims
to be deceptive acts and practices.” (Defs.” Closing at
18} See FTC v Amy Travef Service, fne., 875 F2d
564 57374 {7th Ciz. 198%}. This standard applies when
determining whick individuals to hold lLiable after
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corporate liability is established. /4. However, AIT
Herbal Marketing, the entity purporting to sell both diet
patches is not a corporation. It is simply a fichficus
business name, and the evidence introduced by the FTC
shows that the individuals using and profiting from this
name are the defendants. Finally, the FTC has shown
the defendants “active involvement in [the] business
affairs" of Phoenix Avatar, LLC, which is "probative of
[their] knowledge" ofthat company's deceptive acts and
practices. Id. at 574,

*14 Accordingly, this court finds that the FTC has a
better than negligible chance of success in shewing that
the individual defendants are responsible for the
violations of the FTC Act and CAN-SPAM.

L. Balancing The Equities

As this court has explained, under the "public interest”
test, public interests are given far greater weight than
private equities, which is not to say though that private
equities should not be considered, especially where the
defendant may face irreparable injury. See FTC 1.
Efders Grain, fnc., 868 F.2d 901, 903 (7ih Cir. 1989,
The defendants contend that the public equities in this
case are low or nonexistent because the FTC has failed
to produce evidence of consumers complaining of harm
fromthe defendants practices. This court disagrees. The
public has an important interest in a viclation of the
law. The public would be hammed by continued
viclations of the jaw. The FTC has shown a high
likelihood success on its claim that the defendants have
violated both the FTC Act and CAN-SPAM.
Accordingly, the public interest in this case is great. fd.
{Ripple, 1. concurring) {"A strong showing by the
government that a violation of law has occwred
necessarily produces ‘public equities’ that nmist ‘receive
far greater weight' than *private equities.” "}

Furthermore, despite defendanis’ argunment to the
conirary, the FTC has shown 2 concrete harm to
individual members of the public. The FTC has shown
{1} that it is likely that the defendants are
misrepresenting the effecis of their product to the public
and {2) that the defendants are harraging the public with
spam. Both of these practices cause harm to actual
individuals in the public. Those who purchase the
defendants' diet patches are not receiving the product
for which they paid. Those who receive defendants’
spam are forced to incur the costs of needlesslty
expended energy and time evaluating and evemally
discarding defendants’ unsolicited messages falsely
advertizing weight loss products.
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This court also rejects defendants’ second primary
argument  attacking the existence of a public
imterest—that other corporations and entities are selling
sirmilar diet patches and the ¥TC has produced no
evidence that these entities are being enjoined.
Defendants, unsurprisingly, cite no case law for their
proposition that the public interest in enforcing the law
is low when others also viclate the same law. This court
declines to so hold.

As the case law makes clear, 2 countershowing of
private equitics may justify denial of a preliminary
injunction only when these private equities are
mignificant. See Efders Grain, fuc B6E F 3d at 903
Defendants have not presented any irreparable injury
that would justify tipping the balance of equities in their
favor.

Defendants argue that the requested injunction shonld
not be granted because "it may directly infringe" on the
defendants' Fourth, Fifth and Sixth Amendment rights.
{Defs.’ Closing at 19.} _fFNE} The fact that something
"may" happen hardly amounts to irreparable imjury.
Furthermore, the court does not find that any of
defendants’ constitutional rights will be victated by the
preliminary  injunction. The defendants® Fifth
Amendment argument is premature. FIC v World
Travel Vacation Brokers, fnc., 861 F2d 1020, 1431
{7Tth Cir. 1988} ("Until the ... defendants submit the
proper records to the district court, and the court refuses
to Lift the freeze, [defendants’] self-incrimination claim
is premature.”). The preliminary injunction also does
not prohibit the defendants from retaining counsel, nor
does it prohibit defendants from using frozen funds to
pay counsel. Ttmerely requires that defendants account
for funds paid to attorneys.

INE, In a footnote, defendants incorporate by
reference their Joint Mot. to Dissolve the Ex
Parte Temporary Restraining Order and
reiterate their argument that the TRO violates
their Fifth and Sixth Amendment rights.
(Defs.! Closing at 19, n. 6). Defendants
arguments regarding the ex parte nature of the
TEO are meot give this court's nuling granting
ithe FTC's request for a prelimmary injunction
made after the defendants have been heard.

#15 Finally, the court rejects the defendants arpument
that the asset freeze in particular is an unjustified
burden on them due to the fact that the FTC has not
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presented any evidence of consumer harm. The FIC
has signaled its intent to seek restitution it the event it
is eventually successful in this matter, and this court has
already found a likelihood of success on its claim that
defendanis have engaged in deceptive practices in
relation to selling diet patches. Accordingly, restitution
may well be apprepriate at the conclusion of this matter
and this court has a duty te ensure that such restitution
will be possible. Horld Trave! Facation Brofers, nc.,
861 F.2d at 10631 {"[T]he district court Thas] a duty to
ensure that the assets of the corporate defendants were
available to make restitation to the injured customers.™).

Considering the equities, this court finds that the
balance of equities favors the FTC because the
defendants have not demonstrated any significant, much
less irreparable injury to them from the FTC's requested
preliminary injunction. This conclusion is strengthened
when the court facters inte the balance the FTC's
likelthood of success. For purposes of applying the
sliding scale analysis, this court finds the FTC's
likeliheod of success on the merits as greater than a

: mere better than negligible chance. The FTC has

; amassed a persuasive chain of evidence conmecting the

| defendants 1o violations of the FTC Act and
CAN-SPAM. This evidence is sufficient to support by
a preponderance of the evidence the finding sought by
the FTC against the defendants. This strong showing,
coupled with the presumption that public equities
receive far greater weight than private equities,
establishes that the balance of equities favors the FTC
in this case.

CONCLUSION

Accordingly, the request for a preliminary injunctien
against defendants Daniel J. Lin, Mark M. Sadek,
James Lin, and Christopher Chung is granted. It is
therefore ordered that defendants, and their agents,
servants, employees, attorneys, and those persons or
entities in active concert o1 participation with them who
receive aciual notice of this order by personal service,
or otherwise, are hereby preliminarily enjoined from
doing, or assisting others in doing, the following acts:

1. Expressly or by implication:

(a). Representing that the Med Diet Patch, Slim Form
Diet Paich, or any other diet paich, causes weight
loss:

{b). Misrepresenting that any product, or any
ingredient contained in it, increases metabolism,
decreases appetite, and/or reduces food cravings;
{c). Misrepresenting that any product, or any
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inpredient comtained in it, is effective in the
diagnosis, cure, mitigation, treatment, or prevention
of any disease;

{d), Making any tepresentation about the health
benefits, performance, efficacy, or safety of any
product unless, at the time of making such
representation, defendants possess and rely upen
competent and reliable scientific evidence that
substantiates the representation;

#16 (). Misrepresenting any other fact material to a
consumer’s decision to purchase any product.

2. Violating the provisions contained in sections 5 and
6 of the Controlling the Assault of Non-Sclicited
Pomography and Marketing Actof 2003 ("CAN-SPAM
Act™, 15 U.S.C 8% 7704 and 7705 by initiating the
transmission of a commercial electronic mail message
that:
{a}. Contains, or is accompanied by, false or
misleading header information in violation of section
5(aj1) of the CAN-SPAM Act, 15 USC. §
TT04(=)(1);
(b}. Fails to include a clear and conspicuous notice of
the opportunity to decline to receive further
electronic mail messages from the sender, in violation
of section 5(a)5)iu) of the CAN-SPAM Act, 15
US.C. § 770X 5)Ki1); and/ar
{c). Fails to inclede a valid physical postal address of
the sender in violation of section S(a){5)(iii} of the
CAN-SPAM Act, 15 U.S.C. § 7704(a) 53111}
3. (a). Selling, liquidating, assigning, transferring,
converting, loaning, encumbering, pledging,
concealing, dissipating, spending, withdrawing, or
otherwise disposing of any funds, real or personal
property, or other assets or any interest therein,
wherever located, including any assets inside or
outside the territorial United States, which are:
(1.} in the actual or constructive possession of any
defendamni;
(2.) owned or controlled by, or held, in whele or in
part, for the benefit of, or subject to access by, or
belonging to, any defendant, or
{3.) in the actual or constructive possession of, or
owned or controlled by, or subject to access by, or
belonging to, any corporation, partnership, trust or
any other emtity directly or indirectly owned,
managed, or controlled by, or under common control
with, any defendant, except as agreed to by the FTC
through counsel.
{b). Opening or causing tobe opened any safe deposit
boxes titled in the name of any defendant, or subject
to access by any defendant;
fc). Incurming charges on any credit card issued in the

Copr. © West 2004 No Claim to Orig. U.S. Govt. Works



‘

Slip Copy

2004 W1 1746698 (N.D.ILY

{Cite as: 2004 WL 1746698 (N.D.IILY)

name, singly or jointly of any defendant;

(d}. Transferring any funds or other assets subject to
this order for attorney's fees or living expenses,
except from accounts or other assets identified by
prior written notice to the FTC; provided that no
attomey fees or living expenses, other than those set
forth below and enly in accordance with the
procedures set forth below, shall be paid from funds
or other assets subject to this order.

PAFMENTS OF LIVING EXPENSES AND
ATTORNEY FEES ALLOWED

Notwithstanding the above, any defendant may pay
from his personal funds reasenable, usual, erdinary, and
necessary living expenses and attorney fees. No such
expenses, however, shall be paid from funds subject to
this order except from an account designated by written
notice to counsel for the FTC prior to the payment.

FUNDS, PROPERTY AND ASSETS AFFECTED

The funds, property and assets affected by this order
shal] inchude both existing assets and assets acquired
after the effective date of fhis order, during the
pendency of this lawsuit, including without limitation,
those acquired by loan or gift, defendants shall hold
allassets, including without limitation, payments, loans,
and gifts, received after service of this order.

MAINTAINING RECORDS

*17 Defendants and their agenss, servams, employees,
attorneys, and those persens or entities in active concert
or participation with them who receive actual notice of
this order by personal service, or otherwise, are hereby
also ardered to maintain all records in their possession
or control pertaining to the above.

DURATION AND EFFECT OF THIS ORDER

This crder supercedes the TRO {Dkt. No_ 6) entered in
this case. This order shall remain in effect during the
pendency of this case, through a trial on the merits, and
until entry of a final judgment or further erder of court,
whichever eccurs first. Mo security is required pursuant
to Federal Rule of Civil Procedure 63(d}

Counsel are to confer pursuant to Federal Rule of Civil
Procedure 26(f) and file a jointly completed Form 35
Report of Parties’ Plamming Meeting on or before
August 17, 2004, This case is set for a report on status
and entry of a scheduling order at 9:00 a.m. on Auguost

31, 2004.
2004 WL 1746698 (M.D.I1L)

END OF DOCUMENT
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