1

10

11

12

13

14

16

17

18

19

20

21

22

23

24

25

26

27

28

“ Presented to the Court by the foreman of the
Grand Jury in open Court, Jn the presence of

the Grand Jury and FILED In The U.S. N I Y I
)ﬁi?é’w COURT at Sestls, Washingion, | R WO A AT A N T TR
Ay 2 o8 | N SN ST O (OO
d ﬂ BTy BN DClert: 07-CR-00187-INDI

/. ¥ V ﬁ* . o epu - L
L UNITED STATES DISTRICT COURT

WESTERN DISTRICT OF WASHINGTON

'1 AT SEATTLE
UNITED STATES OF AMERICA, ) -
: o ) NO. CR07-0187
Plainnft, )
) SECOND SUPERSEDING
V. | ) INDICTMENT
ROBERT ALAN SOLOWAY, and %
NEWPORT INTERNET MARKETING)
CORPORATION, )
Defendants. ;
)
The Grand Jury charges that:
COUNTS 1 - 10
(Mail Fraud)

A. Background

At all times material herein,

1.  ROBERT ALAN SOLOWAY was the sole owner/operator of NEWPORT
INTERNET MARKETING CORPORATION, also variously known as “Newport IM
Corporation,” “NIM,” and “NPR.”

2. ROBERT ALAN SOLOWAY first incorporated and operated NEWPORT
INTERNET MARKETING CORPORATION (hereinafter “NIM™), in California on or
about November 24, 1998. In or about March, 2000, ROBERT ALAN SOLOWAY
moved to Oregon, where he lived and operated NIM from several locations before
relocating to Seattle, Washington on br about November 28, 2003. From on or about

November 28, 2003, until May 30, 2007, ROBERT ALAN SOLOWAY resided at
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1200 Western Avenue, Apartment 17E, Seattle, Washington 98101, and operated NIM
from his residence at that address. |

3. This Indictment charges crimes that have been committed over the
Internet and using computer technology. Because this Indictment contains terms that
may not be familiar to the general public, definitions of those terms are included in
paragraphs 4 through 15, below. ‘

4. Internet Protocol Address (“IP address™): An Internet Protocol (IP)
address is a-unique, 32 bit numeric address used to identify computers on the Internet.
An IP address consists of four numbers, each from 0 to 255, separated by periods.
Every computer connected to the Internet (or group of computers using the same
account to access the Internet) must be assigned an IP address so that Internet traftic
sent from and directed to that computer is directed properly from its source and to its
destination, [P addresses are typically assigned by Internet service providers (“ISPs”),
such as AOL, Earthlink, or Comcast. An ISP might assign a different IP address to a
customer €ach time the customer makes an internet connection (so-called “dynamic IP
addressing™), or it might assign an IP address to a customer permanently or for a fixed
period of time (so-called “static IP addressing™). Even if an IP address is dynamically
assigned, the computer will retain the originally assigned IP address if the computer
never disconnects from the network after the initial IP address assignment or the user
does not manually reset it. Regardless of whether it is dynamically assigned or static,
the IP address used by a computer attached to the Internet must be unique for the
duration of a particular session; that is, from connection to disconnection.

ISPs typically log their customers’ connections, including IP addresses. The ISP
can thus identify which of their customers was assigned a specific IP address during a
particular session.

5. Domain Name: In the context of the. Internet, a domain name is the
logical, text-based equivalent of the numeric IP address. Because it is “logical,” and

text-based, a domain name - for example, “www.testname.com” - is more easily

2ND SUP. INDICTMENT/Soloway, Robert Alan -2 ‘ UNITED STATES ATTORNEY
T00 Stewart Street, Suite 3220

Seattle. Washington 98101-1271
{206) 553-7970



10

11

12

13
14
15
16
| ;
18
19
20
21
22
23
24
25
26
27

28

reme_mbe'red by humans than is an exclusively numeric IP address, such as
“23.45.35.100.”

Like an IP address, a domain name does consist of a sequence of characteré,
separated by periods. Domain names are organized hierarchically and read from right
to left. The right-most component is the “top level domain.” This includes the
“.com,” “.gov,” and “.edu” domains, as well as many others. Top level domains are
owned and managed by the Internet sanctioning organizations. The second part of the
domain name is owned by the registrant who first registered the name with the
sanctioning organizations. Domain name owners can then create sub-domains to
provide access to resources they own and/or control.

6.  Domain Name Service (“DNS”): DNS is the Internet resource for
converting the text-based domain names into IP addresses. DNS server computers
maintain a database for resolving domain host names and IP addresses, allowing users
of computers configured to query the DNS to specify remote computers by the easier- -
to-remember domain host names (in words), rather thah by the difficult-to-remember
numerical IP addresses.

DNS also thus makes it possible to “move” a host on the Internet (which would
entail a change in the underlying IP address), while still preserving the availability of
the resource based on its text-based domain name. Users would still request the
resource by its (text-based) domain name, and DNS would resclve the name to the new
IP address.

7. Server: A computer that provides a se_rvice - such as e-mail or Web data
- to other computers (known as “clients™) via a network or the Internet. When a user
accesses e-mail or Internet web pages, or accesses files stored on the network itself,
those files are puHed electroﬁically from the server where they are stored and are sent
to the client’s computer via the network or Internet. Notably, server computers can be

physically located in any location; for example, it is not uncommon for a network’s
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