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IN DISTRICT COURT, COUNTY OF CASS. STATE OF NORTH DAKOTA

: File No. 09-05-C-01660
Sterra Corporate Design, Inc.,
Plaintff,
FINDINGS OF FACT,
W, CONCLUSIONS OF LAW AND
ORDER FOR JUDGMENT
David Ritz,

The above-captioned matter came on for trial before the wndersigned Judge of District
Court on October 23 through October 30, 2007. Based on the cvidence presented at tral, the
arguments of counsel, and this Court’s prior ruling on partial summary judgment in favor of
plaintiff Sierra Corporate Design (“Sierra™), the Court makes the following:

FINDINGS OF FACT

L Sierra is an Inmternet service provider, offering Usenet access and web hosting 10
its costomers. Sicrre owned and operated several servers, mcluding twoe DNS servers. It
operated  warious Usenct  access  services meleding Newsfeedscom, Usenetcom,

2, On February 27, 2005, David Ritz (“Rit2") connected to Sierra’s DNS server. In
the course of that connection, he izsued a host-1 command which requested a zone transfer from
Sierra’s DNS server. Siema’s server responded with a full zone transfer, providing Ritz with the
network map showing all of Sicrre’s private domain names, private host mames, and internal,
non-routable TP addresses. EILED-CLERK OF MSTRICT LAt
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3. At various other times, Ritz issued & variety of commands, including host-1, bhelo,
and vrfy. The afore-mentioned commands are not commenly known 10 The average compoter
user.

4, Ritz frequently accomplished his access to Sierra’s computers by concealing his
identity via proxies and by sccessing the servers viz a Unix operating system and using a shell
account, smang other methods. He also disguised himself as a mail server.

5. Inthe late winter or spring of 2005, Ritz published the zone information be copied
from Sierra’s server in the form of a file he published by making it accessible to the Internet and
which he named “zilla_queries” (“zilla queries file”) That file contained the internal domain
strecture of Siema,

6. Sierra's internal domain structure as copied by Ritz into the zilla queries file
included private host names, private and non-routable [P addresses, and privately repistersd
domain names. The non-routable IP addresses were not directly accessible from the Internet and
would not be known to Ritz had he not accomplished a zone transfer. The private host names
could not be ascertatned from any publicly available source and were only known to Rtz by
virtue of the zone ansier.

7 Ritz, at all imes material, acted intentionally and with the mntent to gather as
much DNS and other information as possible about Sierra and its principals, agents and related
entities and persons. Ritz made the information he gathered available to several persons,
including a competitor of Sierra, SuperNews and SuperNews accessed that information. Rtz hes
admitted that SuperNews persomnel sccessed the zilla queries file where it resided on his
computer via hitp connection.

8. The intended purpose of & zone transfer is primarly one of redundancy. ZLome






