Case 2:07-cv-02835-CAS-VBK  Document 56-2  Filed 03/17/2008 Page 1 of 39

EXHIBIT



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

219

28

Case 2:07-cv-02835-CAS-VBK  Document 56-2  Filed 03/17/2008 Page 2 of 3D

Joseph L. Kish (SBN 136429)
Synergy Law Group

730 West Randolph, 6" Floor
Chicago, IL 60661

Telephone: 312.454.0015

Facsimile: 312.454.0261

E-Mail: jkish@synergylawgroup.com

Attorney for e360Insight, Bargain Depot
Enterprises, LLC, a.k.a. Bargaindepot.net, and
Moniker Online Services, LLC

IN THE UNITED STATES DISTRICT COURT
FOR THE CENTRAL DISTRICT OF CALIFORNIA
WESTERN DIVISION, LOS ANGELES

WILLIAM SILVERSTEIN, an )
individual, )

Plaintift, )

V5. % 5
E360INSIGHT, LLC, BARGAIN ) Case No.: cv07-2835 CAS (VBKx)
DEPOT ENTERPRISES, LLC, AKA ) DECLARATION OF DAVID
BARGAINDEPOT.NET, DAVID ) LINHARDT IN SUPPORT OF
)

LINHARDT, an individual, MONIKER y DEFENDANTS’ MOTION FOR
ONLINE SERVICES, LLC, And DOES) SUMMARY JUDGMENT
1-50; inclusive, )

Defendants )

AND RELATED COUNTERCLAIMS

I, David Linhardt, under oath states as follows:
L. I am the President of e360Insight, LLC (e360) and Bargain Depot

Enterprises, LLC (“BDE”). I am over the age of 18 and competent to testify. I
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have personal knowledge of the matters stated in this declaration and can and will
truthfully testify as to those matters.

2. I have been involved in Internet marketing and email marketing for
over 12 years.

3. €360 and BDE are email marketing companies whose business
practices have, at all times relevant to the allegations in this lawsuit, complied
with, and continue to comply with, all federal and state requirements, laws and
standards pertaining to the sending of commercial email, including the Controlling
the Assault of Non-Solicited Pornography and Marketing Act of 2003, 15 USC §
7701 (CAN-SPAM) and California Business and Professions Code § 17529.5.

4. It is a standard, legal and accepted practice for websites to include in
their privacy policies and terms of service partnership agreements with third-
parties such as e360 and BDE whereby individuals wishing to access a domain
agree to receive email messages from third parties such as e360 and BDE.

5. €360 and BDE register domain names with [CANN-accredited
domain registrars and have provided accurate registration information at all times.
e360 has purchased ICANN-approved private registrations in some cases, which
keeps the legitimate registration information on file with the registrar and keeps

this information confidential.

o

Declaration of David Linhardt




10

11

1z

13

14

15

16

117

iB

19

20

21

22

23

24

25

26

27

28

Case 2:07-cv-02835-CAS-VBK  Document 56-2  Filed 03/17/2008 Page 4 of 39

0. e360 and BDE attempt to verify the desire by such customers to
receive emails utilizing a “double opt-in” process. This process involves the
customer requesting an email, followed by e360 or BDE sending a confirmatory
email allowing the customer to affirm or terminate its decision to receive
marketing email.

7. e360’s and BDE’s customers who affirm their interest in receiving
email messages and those who choose not to opt-out are included in subsequent
email messages until they unsubscribe at a later date or until e360 or BDE receive
information showing the email account in question is closed.

8. e360 and BDE provide the consumer the ability to “opt-out” of
receiving email in every email sent and promptly comply with every request made
by a consumer, typically in 12 to 24 hours from the time the request is received.
€360 and BDE provide all email recipients with five methods for removing their
email addresses from the mailing list a) by clicking on the one-click removal
request included at the bottom or at the top of every email message sent or b) by
sending a letter to €360 or BDE at the physical address provided at the bottom of
every email message sent or c) by sending an email to the abuse contact contained
in the ARIN registry for any IP address used by e360 or BDE to send email
messages or d) by calling the toll-free 800 number included on the destination

website associated with links contained in the email message or €) upon recipient
3
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of a complaint from an ISP (Internet Service Provider), domain registrar, or spam
reputation monitoring organization, e.g., SpamCop.net, ReturnPath.

9. e360 and BDE provide a valid physical address in each email message
they send. e360 and BDE are unaware of any incidence where a valid physical
address was not included in any email message that they ever sent.

10. 360 and BDE do not send email that contains or is accompanied by a
third-party's domain name without the permission of the third party.

11. e360 and BDE do not send email that contains or is accompanied by
falsified, misrepresented, or forged header information.

12.  e360 and BDE do not send email that has a subject line that would be
likely to mislead the recipient about a material fact regarding the contents or
subject matter of the message.

13.  e360 and BDE only send email that contain a from line that accurately
identifies the sender of the email.

14.  e360 and BDE do not engage in “spamming,” which is essentially the
digital equivalent of sending unsolicited junk mail.

15.  e360 and BDE employ a variety of permission processes that they
control and that their marketing partners use to obtain permission from and provide
notice to the consumer that received the email. These processes include clear and

conspicuous notice of the terms of service and privacy policy describing what
4
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information is collected and how the registrant’s information is going to be used.
In addition, €360 and BDE and their partners send confirmation messages
indicating their email address has been added to the mailing list and providing the
recipient with an opportunity to affirm the registration or revoke the registration
and opt-out from future mailings. Email recipients can remove their email
addresses from future mailings at any time and without any additional obligation
by way of the methods described above.

16. The email lists compiled by €360 and BDE derive value because they
are comprised of email addresses of individuals who signed up to receive
commercial email messages.

17. 360 and BDE on behalf of their clients use the email lists they have
compiled to market their client’s goods and services.

18. e360 and BDE only generate revenue when a recipient of an email
sent by €360 or BDE clicks a link in the email message, accesses the destination
website and either purchases products or requests additional information on
products and services provided by e360, BDE or their clients.

19. 360 and BDE have no interest in sending email to individuals who
have not opted-in or to those individuals who do not want to receive email from

e360 and BDE because those individuals will not access the websites of e360°s or
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BDE’s clients, and €360 and BDE will not generate any resulting revenue to offset
the costs associated with sending the email message.

20.  On January 25, 2007 and before the original Complaint was filed in
this case on March 16, 2007, Mr. Silverstein made a public statement in the
NANAE Usenet group that he received “spam” from e360Insight. Mr.
Silverstein’s posting was included in a message thread started by Mr. Mark
Ferguson entitled, “E360INSIGHT, LLC are spammers and I can now sue them.”
The message id associated with Mr. Silverstein’s posting is
vACdnU7d8IniPyXYnZ2dnUVZ_u-unZ2d@speakeasy.net. In the posting, Mr.
Silverstein stated, “While you offer ways to be removed, that does not change the
fact that you have sent spam. As I said before, unless I asked for it, it IS SPAM!”
(See Exhibit 1 of this Declaration).

21. 1, on behalf ofe360 and BDE, offered to remove any and alil e-mail
addresses Mr. Silverstein identified as those received from €360 or BDE and asked
Mr. Silverstein to identify those emails so this could be accomplished. In addition,
e360 and BDE requested Mr. Silverstein forward all examples of any email sent by
360 and BDE that, “violates both California law and CAN-SPAM,” as stated by
Mr. Silverstein.

22. M. Silverstein refused to provide the email messages, email

addresses or identify the recipients who were allegedly receiving the unwanted
6
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email. Mr. Silverstein refused to provide the email messages that were allegedly
in violation of both California law and CAN-SPAM.

23. Every email sent and received has routing information that is
contained in the “header” of the email, indicating the origin of the message and the
path it took to reach the intended recipient.

24.  The “header” of an email contains the Internet Protocol address (“IP
address”) of the computer that sent the email message. All computers connected to
the internet are assigned a unique identifier called an IP address. They are used like
street addresses so other computers can find them. An IP address is designated by
a set of four numbers between 0 and 255, separated by periods that specify a
location for the IP protocol. An example IP address is 123.45.67.890. Each
computer on the Internet has at least one IP address that uniquely identifies it from
all other computers on the Internet. Routing tables maintain IP addresses and
routing information indicating where the IP address is located and how to reach it.

25. Based on my 12 years in Internet marketing, I am knowledgeable as
to the practice of “spoofing” and in fact, I have been the victim of “spoofing”.

26.  The IP address specifically identifies the sender of an email. Because
email is sent by a simple and unauthenticated protocol, known as Simple Mail
Transfer Protocol (SMTP) and is a text-based form of electronic communication,

nearly all of the information contained in the header and the body can be fabricated
7
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by anyone with a computer. This includes the from domains, from email addresses
and domains used in URLs, i.e., links in the message body. These fabrications are
commonly known as “spoofing” and are commonplace across the open Internet.

27. Because of the possibility of “spoofing” involved in the emails Mr.
Silverstein claims he received from e360 and BDE, I nor anyone can determine
whether the e-mails referenced in Set 1 of Exhibit A of the First Amended
Complaint are actually from e360 or BDE without the sender’s IP addresses.

28. The “Received” lines contained in an email message header are useful
for tracing the origin of an email message. Domain names, which can be created
by simply typing on a keyboard, can be easily fabricated or “spoofed.” However,
the sending IP address cannot be spoofed. The IP addresses shown in the Received
line comes from the underlying socket transaction between the two mail hosts and
cannot be altered by the sender. In other words, the sending IP address is the only
piece of information in an email message that is trustworthy because it cannot be
fabricated.

29.  Without the IP sender address it is impossible for anyone to identify
the sender of an e-mail. e360 or BDE cannot identify emails originating from them
unless they have the sender’s IP address.

30. e360 or BDE cannot stop sending email to a particular recipient, for

any reason, unless they have the recipient’s email address.
8
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31.  Mr. Silverstein has never provided the unaltered e-mails with the
recipient’s email address(es).

32.  Mr. Silverstein filed the original Complaint that gave rise to this
lawsuit without providing me any IP addresses or emails. The original Complaint
did not identify any emails that were alleged to violate either CAN-SPAM or the
California Business & Professions Code.

33. M. Silverstein alleges that he is an Internet Service Provider and an
experienced computer professional (First Amended Complaint at q 4, Verified
Original Complaint at § 1). If this is true, he would have no problem providing the
IP sender address because this process is quite simple and generally known to ISP
administrators. When email is sent from one individual to another, the sender’s
computer essentially “talks” to the recipient’s computer. This “conversation”
between the sending and receiving email server is known as a “handshéke.” The
purpose of the handshake is to exchange information between the two machines
and the resulting agreement preceding each email transmission according to a
standard SMTP protocol. As a result of the two computers “talking”, information
is created about this greeting that becomes part of the “header” information that
accompanies every email. The header information, unless altered, includes the IP

address from which the email is sent.
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34.  Once I became aware of the Complaint, I had my attorneys request the
unaltered header information and the unaltered email server logs pertaining to
whatever emails Mr. Silverstein claimed were at issue in this case. Unaltered mail
server logs are required to confirm that a successful email transmission took place.
Log files can add confirming information that is congruent with the information
contained in the email message header. This information is required to eliminate
the possibility that Mr. Silverstein generated the altered email messages himself by
using a text editor based on publicly available information about €360°s and BDE’s
domains and ip addresses. For example, Mr. Silverstein, or any third party with
knowledge of email headers, could take information from NANAE or
www.spamhaus.org or one of hundreds of other “anti-spam” sites and create an
email header from e360’s or BDE’s mail servers, with €360 or BDE’s accurate ip
addresses and domains, and submit it as evidence in this case without actually
receiving any email messages. Because an email header and body is simple text
and can be easily replicated, e360 and BDE were aware of the possibility of fraud
and wanted to obtain corroborating evidence that any email messages produced in
this case, actually originated from e360 or BDE. The log files help determine

whether Mr. Silverstein actually received the email message(s) in question.

10
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35. Irequested the unaltered email messages, including the unaltered
email headers, body text and email server logs so that I could determine whether
the email in question was sent by e360 or BDE.

36. Without the sender IP information, I cannot determine whether the
email was sent from an IP owned or controlled by e360 or BDE.

37. M. Silverstein continues to refuse to provide the unaltered emails or
unaltered email server log files.

38. Mr. Silverstein filed an Amended Complaint, which again failed to
include any of the emails he claimed violated any laws. Instead, Mr. Silverstein
attached two sets of lists of unknown origin (“Set 1” containing 45 lines and “Set
2” containing 44 lines) that included information purporting to be the “Date”,
“From” and “Subject” information of the allegedly offending emails.

39. Based on the domains listed in Set 2, I was able to determine that
none of the allegedly offending emails referenced in Set 2 were sent from either
e360 or BDE. This determination was made by e360 and BDE after they
conducted an audit of their domain registrations from March 2003 to present.
Since the domain names were never registered by e360 and BDE, and since €360
and BDE to do engage in “spoofing,” the Set 2 email messages could not have

been sent by e360 and BDE.

11
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40.  Neither I, nor anyone, can reach any conclusions based on a review of
the list identified as Set 1 accompanying the Amended Complaint. As previously
stated, anyone can easily falsify (“spoof”) the “From”, “Subject” and even the
contents of an email.

41.  After reviewing the Amended Complaint, I directed my attorneys to
request the complete email messages with unaltered header information and email
server logs so I could determine whether they were even sent by €360 or BDE.

42.  Again, Mr. Silverstein refused to provide any of the unaltered emails
referenced in the Amended Complaint or the unaltered email server logs associated
with the emails referenced in the Amended Complaint.

43. Later, Mr. Silverstein did provide nine (9) unique and altered emails
that were partially redacted by excluding the recipient’s email address and other
routing information in the email message header, which could have shown the path
the email message took from the sender to the recipient. Mr. Silverstein has yet to
produce any email server log files. These emails, however, actually included IP
sender addresses. (Attached as Exhibit 2 are copies of the (9) unique e-mails.)

44.  Upon reviewing the sender’s IP address information from the nine
altered emails, I determined and can state unequivocally that they did not originate

from either 360 or BDE.
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45.  The sender IP addresses are all registered at the American Registry of
Internet Numbers (ARIN) or their international counterparts. The IP address

registry is publicly available for free at http://www.arin.net. The IP address

registry indicates the entity that obtained the IP addresses from ARIN or their
international counterpart and whether they have been reassigned to any of the
entities customers. This information is publicly available to anyone with an
internet connection, including Mr. Silverstein.

46. The sender IP addresses contained in the emails identified in Exhibit 2
resolve back to entities other than e360 or BDE. Further, the IP addresses
contained in these emails resolve back to entities with which neither e360 nor BDE
have ever done business.

47.  Neither e360 nor BDE ever controlled the sender IP addresses
contained in the emails identified in Exhibit 2.

48. Neither €360 nor BDE ever set up computers, domain names, websites
or email servers on any of the IP addresses contained in the emails identified in
Exhibit 2.

49.  Neither €360 nor BDE formats email with the “links” identified in the
emails identified in Exhibit 2.

50. None of the “links” contained in the email messages resolve back to

any website owned by e360, BDE or any of their clients.
13
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51.  Neither e360 nor BDE formats message headers similar to the headers
contained in the emails identified in Exhibit 2.

52. Neither €360 nor BDE set up email addresses included in the Bounce,
Reply-to, Return-Path and From header lines included in the emails identified in
Exhibit 2.

53.  Over the 15 months since Mr. Silverstein brought this matter to my
attention, and one year after the filing of the original Complaint, €360 and BDE
have not received any unaltered emails or sender IP addresses that indicate that any
of the emails referenced in the First Amended Complaint originated from €360 or
BDE.

54. Becaﬁse that Mr. Silverstein refuses to provide the unaltered email
messages, email headers and email server logs and that the IP addresses shown to
date were never used by e360 or BDE, I conclude that these allegedly improper
emails do not exist.

55. Usenet is an online bulletin board system that began at Duke
University in 1979. Usenet users can post messages to newsgroups that can be read
(and responded to)} by anyone who has access to the system through a newsreader

or through free, web-based readers like Google Groups (http://groups.google.com).

56. The NANAE is a Usenet group. NANAE is short for

"news.admin.net-abuse.email." The description of the group is, "Discussion of
14
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{

;
:
!
,

abuse of emaJl systems.” Email systems adm1mstrat0rs use NANAE to report,

investigate ; a;ud communicate with other members of the community regarding

email abusq, ie., "spam" issues. Email syste:ms administrators use NANAE to

combat spa:;:n email and to evaluate mailers r;ieputaiion and business practices.
; I

Email systems administrators sometimes act bon the information in NANAE by
i |
i |

adding IP anlddresses and domain names to blc%)ck]ists which are used for blocking or

filtering inbound email messages. !

. |
57. . The subject matter of Plaintiff’ s!defamation claim, in part, was posted
: |

on NAN AEI which is comprised primarily of lindividuals aligned with Mr.
Silverstein \ivho are interested in matters involving “spamming”.

58. g While involved in Illinois Imga[]lon, €360’s computer was hacked and
€360 needed expedited discovery because the information identifying the hacker
was potentxrldlly going to be destroyed and e3(|50 suspected the hacker might have
been one of the defendants in the case or son:}eone associated with one of the
defendants. : :

I declare under penalty of perjury undtlr the laws of the United States that

the foregomg is true and correct and that thls|decla1at1on was executed on March

17, 2008. ;

DAVID LINHARDT

15
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Dave Linl‘!lardt
@360Insight, LLC

243, Bill

Sl‘lverstginView prcfile 77«77 T4 user) More optlens Jan 25, 5:28 am

i
| -

| Newsgroups: news.admin.net-abuse_emgzil

i From: Bil) SilNerstein <scrapetdiromn.. @sorehands.coms
|

E

l

|

i

|

Date: Thu, 25Jan 2067 D4:28:49 0600 |
Local: Thurs, Jan 25 2007 5:28 am

Subject: Re: E360INSIGHT, LLC are spamimers and | can rJow sue them

Reply to aitthor | Forward | Print | individual messane | Show originai | Report this message | Find
messages|by ihis author

On 24 Jan|2007 08:31:15 -0800, e360Insight wrote: ’

! wiit give you credit that you do come to this group. I
|

There is nci: spam welcome st the sorehands.com do{nainl

The e—mail}addr&cs you sent to was originally used wl bigmailbox back
In 2002/2003. OFf course then they were instructed nqﬁ‘o distribute that
e-mall addiess. Why don't you tell us how each email address from my
domain has been added? !

You have nleutnal inferest in sending e-nail to reaipier‘zis that do not
want them.|It costs you nothing (or almost nothing) more o send it to
people who do not want them.

While you dffer ways to be remaved, that does hot change the fact that
you have sent spam. As 1 said before, unless | asked ror it, it IS SPAM!

2360insightView profile “i[7 2734 user) More options Jan 26, 12:24 pm

Newsgroups: news.admin.net-abuse.emai]
From: "e360Insight™ <e360insi...@qgmail.com>
Date: 26 Jan 2007 09:24:06 -D800
Local: Fri, Jan 26 2007 12:24 pm
Subject Re: EB&DINSIGI—I‘I‘, LLEC are spammers and | can now sue them

Reply to author | Forward | Print | Individua message | Show original | Remove | Report this

message | Find messages by this authar

Mr. Sitverslelin.

| have investigated this matter and found one record i our database
with a sorehards.com domain. |i doesri't appear we have besn madling

this recard recently. it appears ihat someone had added this record to
our system in an attempt to set a trap on our fist

f
|
|
!
|[ 248,
E
|
i

| Neverthe!es%, I have added the record to our master dJlr-not-email file
and I have added sorehands.com 1o our master domait suppression file,

I This will prevent us from ever mailing this address or any email

address on this domain, even if one of your users were to sign up

through our t?ouble—cnnﬁnned process,

|
i
| X
! ;

| i g a9
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|
Please feal free 1o contact me again if you have any, questions or
CONCErns.;

Regards, .
l
Dave Linhardt
eBSOlnsigfth, LLC
e380insi...@gmail.com
i
271, Bill

SilversteinView profile fi AT user) More eptions Jan 27, 1:14 am
]

Newsgroups: news.admin.net-abuse.emajl

From: Bili Silverstein “scrapedfromn...@sorehands.com:>

Date: Sat, 27 Jan 2007 00:14:38 0500

Local: Sat, Jan 27 2007 1:14 am |

Subject: Re: E360INSIGHT, LLC are spammers and | can rgaw sue them

Reply to author | Forward | Print | Individual messg | Show original | Report this message | Find
messaaes by this author
|

Actually it \gvas not a trap. It was an address that wag sed to signup
with bigmailbox comn, burt | specifically said not fo sigriup for partners

or lists. | also told them specifically not to send or use the e-mai|
forlists. | sﬁ
|

Even o, th!e enails were in viclation of both CAN-SPAM and Califomiia
lanw. |

I may be a pain in the ass, my ethics are bayond reproach.
i

273, Bill I

SilversteinView profile T user} Mere options Jan 27, 11:36 am
Newsgroups: news.admin.net-abuse.email
Froir: Bill Silverstein <scrapediromn_@sorehands.coms
Date: Sat, 27 Jan 2007 10:36:08 5600
Locat Sat, Jan 27 2007 41:36 am
Subject Re: E380INSIGHT, LLC are spammers and | can now sue them
Reply to author | Forward | Print | individual message | Show otiginal | Report this message | Find
messages by this awthor
1

On Sat, 27 .Iian 2007 10:09:53 -0800, Laurence F, Sheldon, Jr. wrote:

|
|
No argument. Afler some people have seen my litigation sucess with

Spammers, ask if they can sign up for lists and then suk — 1 1all them
then it is notispam and it is just plain wrong.

Since | havejhad my domain since 1998 and most of the compnies (that
promised not {0 add me to lists) that { signed up with before the .com
bust went oLt of busingss and that their em playees/onwers/creditors
probably sold their address list. Or spammers that | purinhased from, so

i
]

|
|
|
!
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Newsgroups: news.admin, net-abuse.emsil

From: Bill Silverstein <scrapediromn...@sorehands.com>
Date. Sat, 27 Jan 2007 00:08:05 D800

Local Sat, Jan 27 2087 1:08 am

Subject Re: E360INSIGHT, L1.C are spammers and | ¢an no

Document 56-2

' 20
Filed 03/17/2T93C0)58 Pg}% .

8472018402 P.00

I can track them, added sold the unique e-mail addnless | created just

for them.

Yes, there is a valid reason fo buy from a spammerl

You buy so you can

track them and file a lawsuit against them. As | was quoted in Time
Magazine, "You can hide on the intemet, but not from American Express.”

httg:/fwww.barbieslagg-conﬂsgam |

So many spammers fo sue, |

so little time.

284, Bill
SilversteinView profile

Newsgroups: news.admin.net-abuse.email

From: Bill SHvarstein <serapediromn...@sorehande.coms|

Date: Sun, 28 «Jan 2607 23:46:40 -0600
Local: Mon, Jan 29 2007 42:46 am
Subject Re: E36BINSIGHT, LLC are spatmmers and | can n

Lo (1 user) Mors options Jan 28, 12:46 am

ow sue them

Reply to author | Forward [ Brnt | Individual messagel | Show original | Report this message | Find

messages _by this author

Actually, it is a fact that several violations take plate.
portion of the header of the emails | inspected were

physical address was not in the e-mail. And helor his
my server in without authorization,

The only thing he did not do was to scrape the e-mail
web. .

280, Bl
SilversteinView profile

Reply to author | Forward | Prnt | Individual miessage
messages by this author

On 26 Jan 2007 09:24:06 -0800, e3601 nsight wrote:

e from
eceplive. The
minions accessed

address from the

~I73(1 user) More options Jan 27, 1:08 am

W sue them

| Show original | Report this message | Eind

The pmbleni is that you (or your 'partner’) bought the IJISt from

bigmailhox.¢om, which makes the email sent to that

ddress unsoligited.

While CAN-Spam makes spam legal, it does not make it wanied, The e-malils
that you sant violated CAN-SPAM in 3 seperate manners, 1. The from field

contains advertising copy. While Brighton Handbags

miight be a high-end

product, | do belfieve that the handbag sent the emails in question; 2,

They appear to include a link fo an image of the physi

postal

address. 3. You were using MY server o refay the spam. You used

MY server withaut authorization. My house being unlock

ed does not

authorize you to watch my TV. My server specifically gives notice that

you are not allowed use my spam to send spam.

of
378
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308. Rill
Silversttiain\ﬁew profile R IPCE A user) More options Jan 22, 4:04 am
Newsgroups: news.admin.net-abuse email
From: Bill Silverstein <scrapedfromn...@sorehantds.com:
Date: Mon, 22 Jan 2007 03:04:57 -0600

Locai: Mon, Jan 22 2007 4:04 am

Subject Re: E3B0INSIGHT, LLC are spammers and | can I'Low sue them

Reply fo author | Eorward | Print | Individual message | Show original | Report this messaqge | Eind
messages by this author

On 21 Jan 2007 16:57-29 -0800, e380Insight wrote:

! searched one of my spam archives and found some spam from bargaindepot
that hot only is spam, but viclates both California Iavd and CAN-SPAM.

And No, 1 pever signed up with youL This is an addralss that you bought
from someona else. And pemission is not mungable

| |

Spam is nét welcome at the sorehands.com, barbi&efpapp.com, mattelabuse.com, or any other
domain tha:t [ own or operate. i

The exact %erms of use are gt h@:llwww.sorehands.nlonﬂanynnellicense.hirn

By sendingI mofe spar, you are agreeing to the temns of use at the aforementioned domain.
|
[

310.
e360|nsig|ht\liew profile T

iy

21 user) More optians Jan 22, 10:49 am

wsgrolps; news.admin.net-abuse_ ermail

w: "e380Insight" <e360insi... @gmail.com>
te: 22 Jan 2007 07:49:17 0200

zal: Mon, Jan 22 2007 10:49 am |
bject Re: E360INSIGHT, LLC are Spammers and [ can now sye them

Reply to author | Forward | Print | Individual message § Show original | Remove | Report this

Inessage | Find messaaes by this author

We don't buy ernail records from third parties,

Please send these examples to me at £360insi...@gmail com.

Thanks,

Pave Linhardt
e360!nsight.| LLC

381 Bilt
SilversteinView profile Mere optfons Jan 30, 10:32 pm

Newsgroups: news.admin net-abuse.ermail |
From: Bill Silverstein <scrapedfromn. . @sorehands.coms>

Date: Tue, 30 Jap 2007 21:32:08 0800
Local: Tues, Jan|30 2007 10:32 pin

349
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Subject Re: E360INSIGHT, LLC are Spammers and 1 ¢an now sue them

Reply to duthor | Forward | Print | individual messagk | Show original | Report this message | Eind
messages by this author

On Tue, 30 Jan 2007 19:42-24 +01 00, Martijn Lieualart wrote:
>0n Mon, 29 Jan 2007 18:13:40 -0800, Mark Ferguson wrote:

I

|

|

l

l

|

i
! >>>Hey Mark, have you had any success with 2 class action? Googling didn't
>>>tum up any positive resulls of cases but Lnder tle definition it seems

| =>>1p methat it should be possible.
; ;
i

|

i

|

i

>> These %re nof going fo be class actions but

>> hitg/www fimothywalton com/ferquson.ntmt |

>A very interesting read, indeed. In short:
H

You zre im:::orrect. Besides Ferguson v. Friendfinder, )there isJaynes v.
Commonwealth , and State v. Heckel which all say that you both day
that you can't use forged or deceplive headers.

|

CAN-SF’AM aleo destroys that argument. it sets a standard for all e-mail
and specifically allow states 1o create laws that prohibit falsity and
deception. If your spam is in viclation of the staie law! it is also in

violation ofithe federal law.,

749
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641.00936.POP
Return-Path: <k8fcnv3ab2dcz7ogfsvdptijhpda@benewahcounty.nets

Delivered-To: [redacted] )
Received: (gmail 23167 invoked by uid 509); 14 oct 2005 08:27:16 -0700

Delivered-To: {redacted] )

Received: (gqmail 23165 jnvoked by uid 511); 14 oct 2005 08:27:16 -0700
Received: from_222.255.184,145 by server.mattelabuse.com (envelope-from
<kBfcnv3ab2dcz7ogfsv4ptjhp4a@benewahcounty.net>, uid 509) with

gmail-scanner-1.24-st-gqms )
(clamdscan: 0.80/678. spamassassin: 3.0.1. perlscan: 1.24-st-gms.

Clear:RC:0(222.255.184.145):5A:1(13.0/5.0):.

Processed in 2.798874 secs); 14 oct 2005 15:27:15 -0000
X-Spam-Status: Yes, hits=13.0 reguired=5.0
X-Spam~-Level: dtitetdbdddit

X-Spam-Report: SA TESTS .
1.8 ADDRESS_IN_SUBJECT To: address appears in Subject
2.1 BAYES_80 BODY: Bayesian spam probability is 80 to 95%
[score: 0.8429] .
3.1 RCVD_IN_XBL RBL: Received via a relay +in Spamhaus X8L

[222.255.184.145 Tisted jn sh1-xbl,spamhaus.org]
0.3 DNS_FROM_AHBL_RHSBL RBL: From: sender 1isted in dnshl.ahbl.org

1.0 URIBL_SBEL Contains an URL Tisted -in the SBL blocklist
[URTs: henewahcounty.net]

1.5 URIBL_WS_SURBL Contains an URL listed in the WS SURBL blocklist
[URIs;: benewahcounty.net]

3.2 URIBL_OB_SURBL contains an URL Tisted in the 0B SURBL blocklist

[URIs: benewahcounty.net]
0.1 MSGID_FROM_MTA_HEADER Message-Id was added by a relay .
X-AnT1virus-MATTELABUSE-Mail-From: k8fcnv3ab2dcz7ogfsv4ptjhpda@benewahcounty.net via

server.mattelabuse.com
X-Antivirus-MATTELABUSE: 1.24-st-gms (Clear:RC:0(222.255.184.145) :5A:1(13.0/5.0) ;.
Processed in 2.798874 secs Process 23156)
Received: from unknown (HELO gimeydsz5m66rox5aq.benewahcounty.net) (222.255.184.145)
by server.sorehands.com with SMTP; 14 Oct 2005 08:27:12 -0700
Date: Fri, 14 Oct 2005 16:16:34 GMT
Message-ID: <mevd7tbux5rght2—vd5fd1v5d44@benewahcounty.net>
Errors-To: k8fw673ctg735bu3pvefnkuydwe@benewahcounty.net
Received: by qimeydszSm66rox5aq.benewahcounty.net .
(gimeydsz5m66rox5aq. benewahcounty.net [222.255.184.145]) with silverpop
. Fri, 14 oct 2005 16:16:34 -0500
X-mMailer: silverpop
Importance: Normal
MIME-Version: 1.0
sensitivity: Normal
Subject: :SPAM: none@sorehands.com, buy Brighten Handbags today and save up to 97
percent off
From: "handbags" <coteau-du-lac@benewahcounty.nets
To: none@sporehands. com
Reply-To: coteau-du-lac@benewahcounty.net
Content—Tﬁpe: text/plain;
charset="IS0-8859-1"

Brighton Handbags Just In and Starting at only $22.99

Compare our popular handbags to Brighton and save
up to 97% off!

http://erbdachoaStt5ws6td4v4wgky.benewahcounty.net/vesicu?aritiesytwoywtgc/p/

Page 1
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1119420043.12911.server.mattelabuse.com, 5=2446

Return-pPath: «gfi22tcynalt7wdjagrxktfz]gzg@GRACEFULLEST . ORG>
Delivered-To: %redacted] .
Received: (gmail 12508 invoked by uwid 509); 21 Jun 2005 23:00:43 -0700
Delivered-To: [redacted]
Received: (gmail 12904 invoked by uid 511); 21 Jun 2005 23:00:43 -0700
Received: from 222.111.92.244 by server.mattelabuse.com (envelope-from
<gFi22tcynaBt7wBjagrxktfzlgzg@gracefullest,org>, uid 509) with
gmail-scanner-1,24-st-gms

(clamdscan: 0.80/678. spamassassin: 3.0.1. perlscan: 1.24-st-gms.
Clear:RC:0(222.111.92,244):5A:1(22.9/5.0) : .

Processed in 2.B835671 secs); 22 Jun 2005 06:00:43 -0000
X-Spam-Status: Yes, hits=22.9 required=5.0
X=5pam-LeVe] : -ttt bbb ) .
X-Antivirus-mYDOMAIN-Madil-From: gfi22tcyna8t7wBjagrxktfzlgzg@gracefullest.org via

server.mattelabuse, com
X-Antivirus-MYDOMAIN: 1.24-st-gms (Clear:RC:0(222.111.92.244):5A:1(22.9/5.0):.

Processed in 2,835671 secs Process 12895)
Received: from unknown (HELO ijvanhavvjjd4ggsey.GRACEFULLEST.ORG) (222.111.92.244)
by server.sorehands.com with SMTP; 21  Jun 2005 23:00:39 -0700
Errors-To: gesszztkEBfSWBQTExj61]621vi@GRACEFULLEST.0RG
Message-ID: <if7d77gha5h3ppo-00zjbeqs22i@GRACEFULLEST.ORG>
Received: by ijvanhavvijd4ggsey.GRACEFULLEST.ORG . .
(7jvanhavvjjd4ogsey.GRACEFULLEST . ORG [222.111.92.22]1) with mail pro
Wed, 22 Jun 2005 06:51:44 -0500
Date: Wed, 22 Jun 2005 06:51:44 GMT
MIME-Version: 1.0
X-Mailer: mail pro
Sensitivity: Normal
Importance: Normal
Subject: :SPAM:
From: "Designer Handbag Discounts” <eddycounty@GRACEFULLEST.ORG>
To: none@sorehands. com
Reply-To: eddycounty@GRACEFULLEST.ORG
Content-Type: text/htmi;
charset="150-8859-1"

<HTML><HEAD>

<BODY>

<TABLE align=centers>
<TBODY>

<TR> .
<TP vAlign=center align=middie>

<a
href:"http://afSFrs]ewx8u1585cs7gp25bepbi.GRACEFULLEST.0RG/user5/916628/eteo.cgi">

<IMG
SFC:“http://www.bargaindepot.net/hostedimages/bdstore_handbags/bdhandbags_121504;1.g

if" align=middles</a>

</TD></TR></TBDDY></TABLE></BDDY></HTML><1mg

5rc=”htt?;//oermyujcqf84568couvd3xmieBku.GRACEFULLEST.ORG/" border="0" alt=""s>
19

<table align="center"s

<trs>

<td align="center"s>

<a
hrefé"http://meuczecgnoBZix8rrdeu7wagmk6q.GRACEFULLEST.DRG/users/BlGGZB/eteo.cgi"><I

MG BORDER="Q"
src:"http://me1n6wkc098ywt8m6h7gdeetbtem.GRACEFULLEST.DRG/users/QlﬁEZB/eteo.cgi">

<brs<brs

<a
hrefs“http:6{5?44cnbtdf8e7v87acbx4n?iobf4.GRACEFULLEST.DRG/users/BlﬁBZB/eteo.cgi"><i

mg border="
src="http://ceineiihzw851b8g4ji7pht4mjca.GRACEFULLEST.DRG/users/BlESZB/eteo.cgi">
</td></tr></table>

48366667<br>
Page 1
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</bod

</htm¥;
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1121936383.7307.server.mattelabuse. com, 5=2118

Return-path: <sfjhsqlkmc-2pm-sskoaoe?u7bby@duchesneauw.nets
Delivered-To: [redacted]
Received: (gmail 7304 -invoked by uid 509):; 21 jul 2005 01:59:43 —-0700
Delivered-To: [redacted]
Recejved: (gmail 7301 invoked by uid 511); 21 Jul 2005 01:59:43 -0700
Received: from 68.45.67.213 by server.mattelabuse.com (envelope-Ffrom
<sfjhsq1kmc—me-sskoaoezu?bby@duchesneauw.net>, uid 508) with
gmail-scanner-1.24-st-gms

(clamdscan: 0.80/678. spamassassin: 3.0.1. periscan: 1,24-st-qms.

C]ear:RC:0(68.49.67.213?:SA:1(12.1/5.0):.

Processed in 2.080243 secs); 21 Jul 2005 08:59:43 -0000
X-Spam-Status: Yes, hits=12.1 required=5.0
X-Spam-Level: 4-tpddbiiiit )
X-Antivirus-MyYDOMAIN-Mai]-From: sTjhsqlkmc-2pm-sskoaoe2u7bby@duchesneauw. net via
server.mattelabuse. com
X-Antivirus-MYDOMAIN: 1.24-st-qms (Clear:RC:0(68.49.67.213):54:1(12.1/5.0) ;.
Processed in 2.080243 secs Process 7292)
Received: from unknown (HELO ei6cvix1qFpbpdlbla.duchesneauw.net) (68.49.67.213)

by server.sarehands.com with SMTP; 21 Jul 2005 01:59:40 -0700
Errors-To: se6iucblk4h-xbf-h1cémvvThpcog@duchesneauw. net
X-Mailer: super duper v99.9
Sensitivity: Norma
Importance: Normal
Date: Thu, 21 Jul 2005 09:53:33 GMT
MIME~-Version: 1.0
Message-ID: <aff3azf]s4qicqf-kreuchwipgg@duchesneauw.net>
Received: by eibecvlxlqfpbpdlbla.duchesneauw. net (ei6cvix1gfpbpdibla. duchesneauw. net
[68.49.67.213]) with super duper v98.9

) Thu, 21 Juil 2005 09:53:33 -0500
Subject: :SpAM: BILL, Sport sunglasses 6 for $48
From: "Sport sunglasses" <wyomi ssinghilisborough@duchesneauw. nets>
To: none@sorehands. com
Reply-To: wyomissinghillsborough@duchesneauw.net
Content—Tﬁpe: text/plain;
charset="I50-8859-1"

sport sunglasses Sale - Buy 6 Pairs for %48

That's only $8 per pajr!

Save up to 97% off compared to Nike, Ray-Ban, Revo, Oakley, Arnette and more.
To redeem the Gfor48 offer, enter coupon code 6for48 during checkout.

http://mepﬁxjquc-syh—aycdgvatSFSzm.duchesneauw.net/xx195c/61205c556/ﬁndex.xx]

48366667 Ad message. To reach us, ]
http:{/ofhm4w622q-c y-wgebymnoo4buu, duchesneauw. net/xx19sc/61205¢556/4 ndex ., xx1.

To delete none@sorehands.com, .
http://efxatﬁat?q—pp4—y13pir4gr1cty.duchesneauw.net/xx195c/61205c556/1ndex.xx1

Page 1
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1122491875,4260. server.mattelabuse. com, 5=2662

Return-rPath: < eféwaex.78jotdzhb77jb5nxky@11riosbarrio.org>
Delivered-To: ?redacted]
Received: (gmail 4256 invoked by uid 509); 27 3ul 2005 12:17:55 -0700
Delivered-Tao: [redacted]
Recejved: (gmail 4254 invoked by uid 511); 27 3Jul 2005 12:17:55 -0700
Received: from 67.140.31.172 h¥ server.mattelabuse.com (envelope-from
<gefawf2ex.78jotdzhb77ib5nxky@ iriosbarrio.org>, uid 509) with
gmaj1-scanner-1.24-st-qms

(clamdscan: 0.80/678. spamassassin: 3.0.1. perlscan: 1.24-st-gms.
CTear:RC:O§E7.14U.31.172):SA:lClS.G/S.D):.

Processed in 3.944314 secs); 27 Jul 2005 19:17:55 -0000
X-Spam-Status: Yes, hits=18.6 required=5.0
X-Spam-Level: .
X-Antivirus-MYDOMAIN-Mail-From: qetawf2ex.78jotdzhb77jbSnxky@liriosbarrio.org via
server.mattelabuse. com
X-Antivirus-MYDOMAIN: 1.24-st-gms (Clear:RC:0(67.140.31.172):5A:1(18.6/5.0):.
Processed in 3.944314 secs Process 4245) ) .
Received: Tram unknown (HELO kiggvcca7bjpawegjy.Tiriosbarrio.org) (67.140.31.172)

by server.sorehands.com with SMTP: 27 Jul 2005 12:17:51 -0700
sensitivity: Normal
MIME-Version: 1.0
Errors-To: qeowopbn6.z8kphq4xts7bv653bm@liriosharrio.org
Importance: Normal
Date: wWed, 27 Jul 2005 20:12:59 GMT .
Messg%e~ID: <stsmfbkf2nfv5da-yghixcespcu@liriosbarrio.org>
X-Mailier: super duper v39,9
Received: by kiqgvcco7bjpawegjy.Tliriosbarrio.org .

(kiggvcco7bjpawegjy. liriosbarrio.org [67.140.31.172]) with super duper v95.9

. Wed, 27 Jul 2005 20:12;59 -0500
Subject: :SPAM: none@sorehands.com, six for $48 compare to Oakley sunglasses
From: "6 pairs for 548" <eastlackawannocktownship@liriosbarrio.org>
To: none@sgrehands. com
Reply-To: eastlackawannocktownship@liriosbarrio.org
Content-Type: text/html:
charset="I50-8859-1"

<HTML><HEAD> . )
<META http-equiv=Content-Type content="text/html; charset=windows-1252">

<META content="MSHTML 6.00.2800.1106" name=GENERATOR></HEAD>
<BODY>
<TABLE align=centers>
<TBODY>
<TR>
<TD vATlign=center align=middle>

<a
href:"http://ke62bx2tk.p8f5wg1ey2i1162wv1.11riosbarrio.org/BB/defau]t.bao?id=3838“>

<IMG
src=fhttp;//www.bargaindepot.net/hostedimages/bdstnre_sung1asses/xsport_6f0r48_c.jpg
" align=middle></a>
<br>
<brs
<br>
<br>
</body>
</html> ]
<1mg src:"http://eeisun131.uBtvvzyng3ngrpxy.1iriosbarr1o.org/“ border="0" alt=""s>
<table aTign="center"s
<tr>
<td align="center">

<d
hrefﬁ"http://cefawaex.78jotdzhb77jb5nqky.11riosbarrio.0rg/38/defau1t.bao?1d=3838"><

IMG BORDER="Q"
5rc="http://cf?d77qha.SBbepooqjtbeqreZi.1iriosbarrio.0rg/38/defau1t.bao?id=3838“>

Page 1
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1122491875.4260.server.mattelabuse. com, 5=2662
<hrs<br>

<a
href="http:463fb4iusSb.yBkyZvnwxpynrsayym.Tiriosbarrio.urg/38/defau1t.bao?id=3838"><

img border=
src="http://mecmwﬁjzr.f84ﬁft7apeampggﬁgy.11riosbarrio.0rg/38/defau1t.bao?id=3838“>
</td></tr></tabla>

48366667<br>

</b0d¥>

</html>
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1123019971.26863. server.mattelabuse. com, 5=2243

Return-path: <cef41b.rhgq-43-r-wzyod21nagwfy@xerophthalmic.nets>
belivered-To: [redacted]

Received: (qmail 26860 invoked by uid 509); 2 Aug 2005 14:59:31 -0700
Delivered-To: [redacted]
Received: (gmail 26857 invoked by uid 511); 2 Aug 2005 14:59:31 -0700

Received: from 210.102.36.213 by server.mattelabuse.com (envelope-from
<cef41b. rhgg-4j-r-wzyod21nagwfy@xerophthalmic.net>, uid 508) with
amail-scanner-1.24-st-gms

{cTamdscan: 0.80/678. spamassassin: 3.0.1. periscan: 1.24-st-gms.
Clear:RC:0(210.102.36.213):5A:1(13.6/5.0) ;.

Processed jn 3.708409 secs); 02 Aug 2005 21:59:31 -0000
X-Spam-Status: yes, hits=13.6 reguired=5.0
X-Spam-Level: -+ttt ) )
X-Antivirus-mMyDOMAIN-Mail-From: cefd1b. rhgg-4j-r-wzyod21nagwfy@xerophthalmic.net via
server.mattelabuse.com
X-AnTIVITus-MYDOMAIN: 1,24-st-gms (Clear:rRC:0(210.102.36.213):5A:1(13.6/5.0):.
Processed in 3.708409 secs Process 26848) .
Received: from unknown (HELO gqjugx6j7y52n3sgxlq.xerophthalmic.net) (210.102.36.213)

by server.sorehands.com with SMTP; 2 Aug 2005 14:59:27 -0700
Errors-To: ce36gu.pcz7-ob-u—cmn3ﬁdze1k3rm@xeroﬁhtha1m1c.net
Message-ID: <eegbeitshdydm3z-jtghzk4ymbg@xeropnthalmic.net>
Date; Tue, 2 Aug 2005 22:54:51 GMT
X-Mailer: super duper v99.9
Received: by gjugx6j7y52n3sgxlq.xerophthalmic.net .
(qjugx637y52n3sgxTq.xerophthalmic.net [210.102.36.213]) with super duper v99.9

Tue, 2 Au? 2005 22:54:51 -0500

Importance: Norma
Sensitivity: Normal
MIME-Version: 1.0 . )
gzgject: 5PAM: none@sorehands.com, Bolle, Ray-Ban, Nike and More - Six pairs for
From: "sunglasses" <ahl@xerophthalmic.net>
To: nonel@sorehands. com

Reply-To: ahl@xerophthaimic.net
Content—Tﬁpe: text/plain;

charset="I50-88558-1"

sports sunglasses Sale - Buy Six Pairs for $48
Compare to Oakley, Ray-Ban, Nike, Bolle and save Up to 96% Off!

To redeem offer, you must use coupon code 6for4s i
during checkout. ~If you do not use this coupon code, you will

not receive the 6 for %48 offer.
http://qugnS.wupv~dx—q—eatouvt4w2bze.xerophtha1m1c.net/m1d1ives/dbythqp1yvjprye/?ir
Uti=

To remove none@sorehands.com from our 1ist, . o ) .
http://1fcnv3.abZd—cz—7~ogfmnjptjhi4a.xerophtha1m1c.net/m1d11ves/dbythqp1yv3prye/?1r

LiLl==

Ad 48366667. To send us snail mail, go here for address, . .
http://seqmvy.wnmi—vr—i~2mhtuv5tod51y.xerophtha1m1c.nat/m1d11ves/dhythqp1yv3prye/?1r
U=
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Return-Path: <igagaww-ct-rcxkrvugovncztpga@salmonbeach. nets
Delivered-To: [redacted]
Received: {(gmajl 691 invoked by uid 508); 5 Aug 2005 31:16:51 -0700
Delivered-To: [redacted]
Received: (gmail 689 invoked by uid 511); 5 Au? 2005 11:16:51 -0700
Received: from 219.254.236.168 b¥ server.mattelabuse.com (envelope-from
<igagaww-ct-rexkrvugovncztpga@sa monbeach.net>, uid 509) with
gmal l-scanner-1.24-st-gms

(clamdscan: 0.80/678. spamassassin: 3.0.1. perlscan: 1.24-st-gms.

Clear:RC:0(219.254.236.168) :5A:1(14.2/5.0) ;.

Processed in 4.029517 secs); 05 Aug 2005 1B:16:51 -0000
X-Spam-5tatus: Yes, hits=14.2 required=5.0
X-Spam-Leve] : -tttk
X-Antivirus-MYDOMAIN-Mail-From: igagaww-ct-rexkrvugovncztpga@salmonbeach. net via
server.mattelabuse. com
X-AntIVIrus-MYDOMAIN: 1.24-st-qms CC1ear:RC:0C219.254-236.168):SA:1(14.2/5.0):.
Processed in 4.029517 secs Process 680)
Received: from unknown (HELO ﬁ11h776dngodpogga.sa]monbeach.net) (219.254.236.168)

by server,sorehands.com wit SMTP; 5 Aug 2005 11:16:46 -0700
Received: by gi?h??BdwExodpogga.sa1monbeach.net (gi1h776dwgxodpogga. salmonbeach. net
[219.254.236.168]) with super duper v99.9

Fri, 5 Aug 2005 19:0B:44 -0500
MIME-Version: 1.0
Message-ID: <kfrnhwScuabyikg-rjz3f6baxs4@saimonbeach.net>
X-Mailer: super duger v39.9
SensTtivity: Norma
Errors-To: iepoybv-6o-ftkzabek2atkybtcy4@salmonbeach.net
Importance: Normal
Date: Fri, 5 Aug 2005 19:08:44 GMT
Subject: :SpAM: none@sorehands.com, Versace, Prada, Dolce & Gabbana and More - Five
pairs Toar %50
From: "5 Pair Deal". <inglesdistrict@salmonbeach.nets>
Ta:_none@sorehands. com
Reply-To: inglesdistrict@salmonbeach.net
Content-Tﬁpe: text/html;
charset="I50-8859-1"

<HTML.><HEAD> .
<META http-equiv=Content-Type content="text/html; charset=windows-1252">
<META content="MSHTML 6.00.2800.1106" name=GENERATOR></HEAD>
<BODY>
<TABLE align=centers
<TBODY>
<TR> .
<TD vAlign=center align=middle>
<a href="http://cfvg ng-na—banusdxmxduzjgb4.sa1monheach.net/v/?HALKO">
<IMG src="http://gesy7 5-bb-6v76ytmgpukwpjuqu. salmonbeach.net/v/?HALKO"
align=midd]e></a>
<br>
</body>
<{htm'><img src=“http://qevd?tbmux—5ryhtzvuust1v4444.sa1monbeach.net/" border="Dp"
a t="l>
<br><br>
<table align="center"s
<tir>

<td align="center"s
<a href="http://oeaxdoh—me—oh?u77kgzskgcukqm.saTmonbeaCh.net/v PHALKO"><IMG

BgRDER="D" src="http://afbdius-5b-yky2vnwsxz5rsaiym. salmonbeac .net/v/PHALKO">
<or>

<a href:"http://afmyﬁﬁk—vd-nmxs305fesy35nz7a.sa1monbeach.net/v/?HALKO"><IMG
BORDER="0" src="http://eedvnzw~do—ujp?qjm1qujhyyt4.sa?monbeach.net/v/?HALKO">

<br><hrs>

</tt></tr></table>
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Return-Path: <kfswfpknvi.5-3-a-37Ff6F6uahm2um@xhaematic,com>
Delivered-To: [redacted]

Received: (gmail 1022 invoked by uid 508); 6 Sep 2005 12:56:54 -0700
Delivered-To: [redacted]

Recejved: (qmail 1019 invoked by uid 511); 6 Sep 2005 12:56:54 -0700
Received: Trom 82.43,137.136 by server.mattelabuse.com (envelope-from
<kfswipknvl.5-3-a-37f6F6uahm2um@xhaematic.com>, uid 509) with
gmail-scanner-1, 24-st-qms

(clamdscan: 0.80/678. spamassassin: 3.0.1. perlscan: 1.24-st-gms.
Clear:RC:0(B2.43,137.136):5A:1(11.4/5.0) ;.

Processed in 2.666338 secs); 06 Sep 2005 19:56:54 -0000
X-Spam-Status;: Yas, hits=11.4 required=5.0
X-Spam-Level: -tdejebttt+

X~-Spam-Report: SA TESTS

1.8 ADDRESS_IN_SUBJECT To: address appears in Subject

0.4 BAYES_G0D BODY: Bayesian spam probability is 60 to 80%
[score: 0.7106] )

1.5 BLANK_LINES_70_80 BODY: Message body has 70-80¥ blank Tines

2.0 RCVD_IN_SORRS_DUL RBL: SORBS: sent directly from dynamic IP address
[82.43.137.136 Tisted in dnsbl.sorbs.net]

3.1 RCVD_TIN_XBL RBL: Received via a relay in Spamhaus XBL
[82.43.137.136 listed in sh1-xbl.spamhaus.org]

0.1 RCVD_TN_NJABL_BUL RBL: NJABL: dialup sender did non-local sMTP
[82.43.137.136 listed in camb1ned.n%ab1.org]

1.0 URIBL_SBL Contains an URL listed in the SBL blocklist
[URIs: xhaematic.com]

1.5 URIBL_WS_SURBL Contains an URL listed in the WS SURBL blocklist

[URIs: xhaematic.com]

0.1 MSGID_FROM_MTA_HEADER Message-Id was added by a relay )
X-Antivirus-MATTELABUSE-Mail-From: kfswfpknvl.5-3-a-37f6F6uahmZum@xhaematic.com via
server.mattelabuse.com
X-ANtIVIrus-MATTELABUSE: 1.24-st-gms (Clear:RC:0(B2.43.137.136):5A:1(11.4/5.0):.
Processed in 2.666338 secs Process 1010) )

Received: from unknown (HELQ cjfvacrmuqraimsiSy.xhaematic.com) (82.43.137.136)

by server.sorehands.com with SMTP; & Sep 2005 12:56:51 -0700
Message-ID: <metd3Zefiv7cv6d-cg527selcma@xhaematic. coms
Sensitivity: Normal
X-Mailer: xtreme Lo .
Received: by cjfvacrmugraim5jSy.xhaematic.com (cifvacrmugraim53iSy.xhaematic, com
[82.43.137.135}) with xtreme

Tue, 6 Sep 2005 20:48:11 -0500
Errors-To: kfeq4u56yf.4-7-c-7sdhj5Iwvpssu@xhaematic. com
Date: Tue, 6 Sep 2005 20:48:11 GMT
MIME-Version: 1.0
Importance: Normal
supject: :SPAM: none@sorehands.com, Ray-Ban & Oakley at up to 90 percent off
From: "sShades PTus" <polygonies@xhaematic.com>
To: none@soarehands.com
Reply-To: polygonies@xhaematic.com
Content—Tﬁpe: text/plain;
charset="1s50-8859-1"

Six Pairs of Sports sunglasses for %481
http://eetd32e61v.7—c—v—6dc95275e1mma.xhaematic.com/sfmthrxhg/92350748.asp?364739214

Enter coupon code 6for48 during checkout.
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Removing nonefsorehands.com is verg easy, Simply press here
q

Hgggééégff332f154.q-i-c-qfk?Sbchwj q.xhaematic.com/sfmthrxhg/92360748.a5p?364739214
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1128610826.27612.server.ma@thabuse.com,s=2250
Return-Path: <eelxkmxis.3yiShx4uh2kgkoxza@fugitivenessesu.net>
Delivered-To: [redacted]
Received: (gmail 27609 jnvoked by uid 508): 6 oct 2005 08:00:25 -0700

Delivered-To: [redacted]
Received: (gmail 27606 invoked by uid 511); 6 oct 2005 08:00:25 -0700

Received: from 222.255.184.21 by server.matteiabuse.com (envejoﬁa—from
<eelxkmxi5.3yi5hx4uh2kgkoxza@fugitivenessesu.net>, uid 509) wit
gmail-scanner-1.24-st-qms
(clamdscan: 0.80/678. spamassassin: 3.0.1. periscan: 1.24-5t-qms.
Clear:RC:0(222.255.184.21):5A:0(1.4/5.0):.
Processed in 5.541735 secs); 06 Oct 2005 15:00:25 -0000
X-Spam-Status: No, hits=1l.4 reguired=5.0
X-Spam-LeveT: +
X-Spam-Report: SA TESTS

0.4 BAYES_60 BODY: Bayesian spam probability is 60 to 80%
[score: 0.6238] _ ) .
1.0 URIBL_SBL Contains an URL Tisted in the SBL blocklist

[URIs: fugitivenassesu.net] .
X-Antivirus-MATTELABUSE-Mail-From: eelxkmxi5.3yi5hx4uh2kgkoxza@fugitivenessesu.net
via server.mattelabuse.com
X-Antivirus-MATTELABUSE: 1.24-st-gms (Clear:rc:0(222.255.184.21) :5A:0(1.4/5.0):.
Processed in 5.541735 secs Process 27597) o
Receijved: from unknown (HELO i1h6jgcfotiok2ajt4.fugitivenessesu.net)
(222.255.184.21)

by server.sorehands.com with SMTP; 6 Oct 2005 08:00:19 -0700
Importance: Normal
Errors-To: eeaxdohme.oh7u77kesdkgcurgm@fugitivenessesu.net

X-Mailer: xmail zdl1.0 .
Recejved: b¥ iih6jgcfotlokZajt4. fugitivenessesu.net ) .
(i1h6jgcfotlok2ajt2, fugitivenessesu.nat [222.255.184.2171) with xmail zdi1.0

Thu, 6 oct 2005 15:56:38 -0500
Date: Thu, -6 Oct 2005 15:56:38 GMT
Sensitivity: Normal L.
Message-ID: <geedyd52ictwkkr-jweez7c5mk4@fugitivenessasu.net>

MIME-Version: 1.0
subject: BILL, Compare_to oakley's, & for w48
From: "Sunglass Specials™ <cedarlaketownship@fugitivenessesu.net>

To:_none@sorehands. com )
Reply-To: cedarlaketownship@fugitivenassesu.net

Content-Tﬁpe: text/plain;
charset="I50-8859~1"

Oakley sunglasses for $8 each!

Compare our X-sport Sunglasses to Oakiey and
save up to 95% offt

Buy 6 and get them for $8 each. To qualify for
special pricing, you must enter coupon code
6for48 during checkout.

http://sfhingus.23ah2bdegkwiaq21e.Fugitivenessesu.net/9928hp637/983409.xod

Qgggééégeowopbnﬁ.zkphq4xxtrrv65ubm.fugitivenessesu.net/9928bp637/983409.x0d
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1143837240.26762.server.mqtte1abuse.com.5=3068

Return-Path: <kpniypeuv20060331.153294.jd51m3mbr@ches]ak.net>
Delivered-To: [redacted]
Received: (gmajl 26759 jnvoked by uid 509); 31 mar 2006 12:34:00 -0QROO
Delivered-To: [redacted]
Recejved: (gmail 26756 invoked by uid 511); 31 mar 2006 12:34:00 -0800
Recejved: from 211.220.166.139 hy server.mattelabuse.com (envelope-from
<kpniypeuv20060331.153294.jdsimjmbr@ches1ak.net>, uid 509) with
gmaj1-scanner-1.24-st-qms

(clamdscan: 0.80/678. spamassassin: 3.0.1. periscan: 1.24-st-gms.

Clear:RC:D(211.220.166.139):SA:l(S.l/S.D):.

Pracessad in 4.026029 secs); 31 Mar 2006 20:34:00 -(000
X-Spam-Status: Yes, hits=5.1 required=5.0
X-Spam-Level: 4+t
X-Spam-Report: SA TESTS

-1.1 BAYES_40 BODY: Bayesian spam probability is 20 to 40%
[score: 0.3036] .

2.0 RCVD_IN_SORBS_DUL RBL: SORBS: sent directly from dynamic IP address
[211.220.166.139 Tisted in dnsb1.sorbs.net]

3.1 RCVD_TN_XBL RBL: Received via_a relay in Spamhaus XBL
[211.220.166.139 listed in sb1-xbl.spamhaus.org]

0.1 RCVD_IN. _NIABL_DUL RBL: NJABL: dia1u? sender did non-local smTP
[211.220.166.139 listed in combined.njabl.org]

1.0 URIBL_SBL Contains an URL listed in the SBL hlocklist

[URIs: cheslak.net]

0.1 MSGID_FROM_MTA_HEADER Message-Id was added by a retay
X-Antivirus-MATTELARUSE-Mail-From: kpniypeuv20060331.153294. jdsimjmbr@ches]ak. net
via server.mattelabuse. com
X-Antivirus-MATTELABUSE: 1.24-st-gms (Clear:RC:0(211.220,166.139) :5A:1(5.1/5.0):.
Processed in 4.026029 secs Process 26747)

Received: from unknown (HELO 0jugxbp77zcazsgx1q.cheslak.net) (211.220.166.139)

by server.sarehands.com with SMTP; 31 Mar 2006 12:33:55 -0800

Message-ID; <20060331.153294.jdsimjmbr@cheslak.net>

Importance: Normal
Errors-To: LM91153652—92384275~149804209142483@che51ak.net

X-Mailer: ems soln )
X-Complaints-To: guardianships@chesiak.net

MIME-Version: 1.0
Received: by ojugx6p77zcazsgxiq.cheslak.net (ojugx6p772zcazsgxiqg. cheslak.net
[211.220.156.139?) with ems soln :
Fri, 31 Mar 2006 20:28:35 -0500
sensitivity: Normal
Date: Fri, 31 Mar 2006 20:28:35 GMT
Subject: :SPAM: BILL, Congratulations on your award!
From: "Congrats You Won" <wai@ches]ak.net>
To: none@sorehands.com
Reply-To: wai@cheslak.net
Content—Tgpe: text/plain;
charset="T50~8859-1"

Congratulations on your award.
You may click here to redeem it.
http://1f2e83cr?zw8th1tvzrbcinnnam4.ches]ak.net/inexpressib1eness?OOll?O/vc/

on_behalf of the Gift pisbursement Center, I am pleased to present you with this
valuable Gift Voucher.

To redeem your Gift Voucher, simply click here or anywhere on the certificate below,

Click here to redeem your Award Voucher:
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Once again, congratulations on your award.

48366667 This is a promotional message. RDL Marketing, P.0. Box 1132, Highland
Park, IL 60035

E?ease remove none@sorehands.com -
ttp://ae1n8e11hzw85ibg4jozrxt4mxca.ches?ak.net/inexpressib1eness?OOll?O/vc/
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