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Smarter, more relevant marketing
helps my business grow faster and
more profitably.
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Solutions

TargetMX Permission Email Solution

Permission email marketing can be a real challenge in today's environment. To be successful, you must employ
a best-in-class approach across several disciptines including confirmed opt-in registration, database
management, campaign management, network management and delivery optimization. TargetMX succeeds
where others fail by combining all of the necessary expertise in a total solution.

Build your opt-in database, acquire new customers or reinvigorate existing relationships. It's all possible and
profitable with TargetMX. Contact us to learn more.

Multichannel Lead Generation

What business today doesn't need new leads? To compete in
today's environment, you need all cylinders firing. €360
Multichannel Lead Gen is a permission marketing approach to
getting the most out of your web, email, direct mail and
telemarketing channels. With over 350 demographics, lifestyle
and behavorial variables available on every lead, €360 enables
you to do more with those most interested in your products or
services. Contact us to learn more.

List Management & List Rental

Monetize your permission data assets in online and offline channels for maximum revenue impact. €360 list
management combines confirmed opt-in permission processes with the best performing offers in the
marketplace.

Qur proprietary ad network of leading marketers helps your business realize incremental revenue across online
and offline channels. With virutally zero management time and expense, list management revenue falls straight
to the bottom line.

Looking for high-performance hotline lists? We manage over 165 targeted lists for direct mail and telemarketing
campaigns. All lists are enhanced with leading demographic, lifestyle and behavioral selects for better
targeting and increased response rates. Contact us to learn more.

Data Enhancement

More data is the source of deeper customer insight. With e360 Data Enhancement Services, you can learn more
about who your customers are, what products they buy and how to better meet their needs. Our expertise in
multichannel data files allows you to improve the depth and breadth of your data assets while gaining deeper
insight into what makes your customers tick. Contact us to learn more.

Home | Solutions | About | News | Contact
©2007 copyright statement
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Spambhaus - Google Search

Page 1 of 2

Web Images Video News Maps Gmail more v Sign in
@gl_g Advanced Search

‘Spamhaus Search ] Preferences
Web Groups News Results 1 - 10 of about 2,830,000 for Spamhaus. (0.12 seconds)

The Spamhaus Project
Spamhaus tracks the Internet's worst Spammers, known Spam Gangs and Spam Support
Services, and works with ISPs and Law Enforcement Agencies to identify and ...
www.spamhaus.org/ - 16k - Cached - Similar pages

Remove IP Address - www.spamhaus.org/lookup.lasso

SBL Information - www.spamhaus.org/sbl/

The Spamhaus TOP 10 - www.spamhaus.org/statistics.lasso

About Spamhaus - www.spamhaus.org/organization/index.lasso

More results from www.spamhaus.org »

The Spamhaus Project - SBL

The SBL ('Spamhaus Block List') is a list of IP addresses of known spam gangs and
spam services. The SBL is broadcast in realtime to a network of mirrors ...
www.spamhaus.org/sbl/ - 17k - Cached - Similar pages

The Spamhaus Project - Wikipedia, the free encyclopedia

The Spamhaus Project is a volunteer effort founded by Steve Linford in 1998 that aims to
track e-mail spammers and spam-related activity. ...
en.wikipedia.org/wiki/The_Spamhaus_Project - 42k - Cached - Similar pages

Techdirt: Will Spamhaus Get Shut Down Over Dispute?

Last month, we wrote about a judge awarding an $11 million judgment against anti-spam
organization Spamhaus, after an accused spammer (in Spamhaus's ...
www.techdirt.com/articles/20061008/163213.shtml - 109k - Jun 24, 2007 -

Cached - Similar pages

spamhaus: Blogs, Photos, Videos and more on Technorati

Everything in the known universe about spamhaus. Quick View; Posts - Blogs - Videos -
Photos - Music - Events. Related tags: ...

technorati.com/tag/spamhaus - 20k - Jun 24, 2007 - Cached - Similar pages

ICANN | Spamhaus Litigation Update
The Spamhaus Project, Case No. 06 CV 3958. This lawsuit is currently pending in the
United States District Court, Northern District of lllinois. ...

www.icann.org/announcements/announcement-100¢t06.htm - 15k - Cached - Similar pages

Spam Laws: e360Insight v. Spamhaus

Spamhaus Project, No. 06 CH 12259 (lll. Cook County Cir. Ct. July 20, 2006) (temporary
restraining order), removed to federal court (July 21, 2006), No. ...
www.spamlaws.com/cases/e360-spamhaus.shtml - 3k - Cached - Similar pages

ITworld.com - Spamhaus case could test ICANN
Internet experts are worried that a US court decision against antispam black-lister

Spamhaus Project Ltd. could trigger a.
www.itworld.com/Man/2681/061012spamhaus/index.html - 39k - Jun 24, 2007 -

Cached - Similar pages

Spamhaus nemesis €360 Insight sued over junk mail | The Register

€360 Insight, the lllinois-based mass mailer suing Spamhaus for calling it a spammer, is
being sued in California for spamming. ...
www.theregister.co.uk/2007/03/23/e360insight_lawsuit/ - 31k - Cached - Similar pages

Look up an address in the SBL

http://www.google.com/search?hl=en&q=Spamhaus

Sponsored Links

-Barracuda Web Filtering

The Trusted Source For Web Content
Blocking - Reclaim Your Network!
www.BarracudaNetworks.com

Problems With Spamhaus?
Read how €360 helps verify
permission & remove SBL listings.
www.e360insight.com

Stop Spam & Viruses

. Spam and Virus Protection for your

Company. 30 Day Trial. Learn more
Www.spamsoap.com

MailFoundry Spam Firewall
Users still complaining about spam?
Upgrade your anti-spam! Free evais
MailFoundry.com

Spamhaus Blacklist

Free tool. Find out why your
email is blocked. No registration.
www.MXToolbox.com
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>
Bartly I. Loethen Sy n e rgy u

Direet: 312.454.0312 TAW GROUF, L.L.C.
P L.L.C,
bart@ysynergylawgroup.com

June 15, 2007

VIA FACSIMILE 312-840-7390
Carrie Fino

Jenner & Block LLP

One IBM Plaza

Chicago, IL 60611

Re: €360 v. Spamhaus
Ms. Fino:

Please be advised that effective immediately Virtumundo is a customer of and doing
business with €360. As e360 does with many ol its partner lists, €360 has contracted with
Virtumundo for network management and eMessaging services. | have attached a copy
of the agreement between the two parties.

In accordance with the language in the order for injunctive relief, please remove
SBL41635 (hitp://www . spamhaus.ori/shl/sbliasso?query=8BL.41635) which 1s currently
blocking allcmail scnt f(rom the206.82.176.0/20 nctwork. Plcasc respond
within 2 business days to this request. If you have any questions regarding this matter,
please contact me, we assume you will continue lo abide by the language of lhe
injunction so that we are not required to return to court on this matter.

We have revicwed the list from this partner (as we do with other partners) and [ind it to
meet the standards required by US law, however, if you have any concerns regarding any
complaints reecived [rom mcessages sent by this customer, [cel frec to contact me. Our
client is willing to discuss your concems to determine if we can develop a veasonable
solution 1o any perceived issues.

T hope you find this in keeping with the past practice for this matter,

Very truly yours,

Bartly J. Loethen

ce: David Linhardt

Synargy Lew Growp, LLC, | 730 W, Randolph Street, Suite 600, Chicago, Ilinois 60661 | main 312.454.0015 fax 3124640261 |  www.syncrgylawgroup.com




JENNER&BLOCK

Jenner & Block LLp Chicago
One 1BM Plaza Dallas
Chicago, 1L 60611-7603 New York
Tel 312 222-9350 Washington, pc
WWW.jenner.com
June 18, 2007
By E-MAIL AND U.S. MAIL Carrie A. Fino

Tel 312 840-7290
Fax 312 840-7390
Bartly J. Loethen, Esq. cfino@jenner.com
Synergy Law Group, L.L.C.
730 West Randolph Street, 6th Floor

Chicago, IL 60661

Re: e360 Insight v. The Spamhaus Project

Dear Bart:

I write in response to your letter dated June 15, 2007, requesting that The Spamhaus Project
remove Virtumundo from its SBL list (specifically, SBL 41635). We note that the agreement
attached to your letter was executed a week before you provided us any notice of this change in
circumstances, on June 8, 2007. We also note that your letter is based on a change in business
relationships and not on any alleged violation of the order based on any relationship that existed
as of the time of entry of the order, or any time prior to sending your letter. Under those
circumstances, we do not think it is reasonable to demand that we respond within two business
days, and we are not in a position to do so.

You offered to provide additional information to address any concerns The Spamhaus Project
may have regarding this issue. You assert that Virtumundo complies with United States law.
Please provide us with any information regarding the procedure used to review Virtumundo’s list
and determine that it conforms with US law so that we may further evaluate your position that
Virtumundo comes within the terms of the Order. Once we receive that information, we will
endeavor to advise you of our position within three business days.

Please feel free to contact me if you have any further questions. Best personal regards.

Sincerely,

Lorovor O Fone

Carrie A. Fino

cc: Craig C. Martin
David Jimenez-Ekman
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Synergy

Direct: 312.454.0312

bar{@synergylawgroup.com LAW OROUP, LLC.

June 19, 2007

VIA FACSIMILE 312-840-7390
Carrie Fino

Jenner & Block L1LP

One IBM Plaza

Chicago, IL 60611

Re: €360 v. Spamhaus
Dear Ms. Fino;

Although no portion of the relief order requires our client to provide the information
requested, in the interest of making the injunctive relief work between our clients, we
have taken two significant steps:

1. We made our request for “unblocking” in advance of sending.

2. We are providing information with respect to our process for verifying the
data is legitimate and in compliance with our standards and US law,

Given the status of our case and in light of the scrutiny with which it is anticipated that
your client will analyze our customers and affiliates and email sent by those customers
and affiliates, €360 has undertaken even more strenuous review of the email databases it
sends and now requires its partners, customers, and affiliates to gain what €360 has
dubbed PVS Certification. In order to be PVS™ Certified, the marketer must submit a
copy of their entire active email database, including all permission source data including
the website where registration occurred, the date and ip address. If the customer does not
meet the criteria established by e360 (which is a higher standard than the requirements set
forth in the injunction), then €360 will not move forward with that customer. PVS™ s a
series of data hygiene and permission scoring steps designed to verify permission gquality
and to identify problematic email records. Some of the categories of review are
summarized below: ‘

1. Email Address Uniqueness — Most email databases contain multiple duplicate
records as registrations come in from a network of partner websites. The high-level of
duplication makes it difficult for recipients to entirely remove their email address from all
of the marketer’s lists. The Email Address Uniqueness Score determines how many
duplicate records exist and makes recommendations for responsible ways fo treat
duplicate records. '

2. Known Bounce File Suppression — Many ISPs use the number and frequency of

old or abandoned user accounts as criterion for allowing email messages to be delivered.
The Known Bounce File Suppression process identifies known bounces.

Synergy Law Growp LLC. | 730 W. Randolph Streat, Suite 680, Chicago, iiingis 50661 | main 312454005 fax 312.454.0261 | www.synergylawgroup.com
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3. Partner Domain Analysis - In some cases, as many as 80% of complaints and
trap hits are can be attributable to a handful of marketing partners. Partner Domain
Analysis compares the marketer’s opt-in domains against €360’s file of partners that have
an abnormally high-level of complaints and reported trap history.

4. Screamer & Trap Account Analysis — Some message recipients have a history
for generating complaints and reporting to third-party reputation monitors. Screamer &
Trap Account Analysis identifies these problematic records with the marketing partner.

5. Domain Responsiveness — Currently, there is no definitive source of valid
recipient domains. Domain Responsiveness identifies good domains and bad domains
based on €360’s five-year email responder data.

6. US Domain Analysis — Commercial email laws vary from US law in Europe and
in other parts of the world. US Domain Analysis is a data hygiene procedure used to
identify US domains helping to separate US mailings from International campaigns.

7. CASS-certification Postal Address Hygiene — Requiring postal address is a
simple way to increase the data quality and accuracy of your email database. CASS-
certification compares postal address fields with the standardized U.S. Postal Service
database. CASS-certified records are identified and formatted according to USPS
specifications.

8. Email Address Co-reg File Match — The uniqueness of a marketer’s email
database versus other third parties can be an indication of overall data quality. Email
Address Co-reg File Match compares the marketers file against e360’s Proprietary File
for umque addresses.

We provide this information in good faith and trust it will be kept confidential. 1t is
hereby provided to you under the same auspices as the data responsive to the citation to
discover assets was provided to me, that is - with the understanding that this information
will be subject to a protective order and will not be provided to anyone other than those
in your office and discussed with your client as is necessary for the purposes hereof.

We trust this is sufficient to satisfy your inquiries and would appreciate having the block
removed from the requested ip address within 3 business days.

Thank you in advance for your attention and cooperation in this matter.

Verytruly yours,

Bartly J.Ldethen

cc: David Linhardt



JENNER&BLOCK

Jenner & Block LLp Chicago
One 1BM Plaza Dallas
Chicago, 11 60611-7603 New York
Tel g12 222-9350 Washington, pc
www.jenner.com
June 22, 2007
By E-MAIL AND U.S. MAIL Carrie A. Fino

Tel 312 840-7290
Fax 312 840-7390
Bartly J. Loethen, Esq. cfino@jenner.com

Synergy Law Group, L.L.C.
730 West Randolph Street, 6th Floor
Chicago, IL 60661

Re:  ¢360 Insight v. The Spamhaus Project
Dear Bart:

I write in response to your letters dated June 15, 2007 and June 19, 2007, requesting that The
Spamhaus Project remove Virtumundo from its SBL list (specifically, SBL 41635).

As you are well aware, the Permanent Injunction issued in this case applies only to “Plaintiffs or
their affiliates, subsidiaries, or related companies owned or controlled by Plaintiffs.” (emphasis
added). Virtumundo does not come within the scope of this provision under the Injunction. As
the Service Agreement you provided states: “Service Provider [€360] is an independent
contractor and nothing in this Agreement shall be deemed to make Service Provider an agent,
employee, partner or joint venturer of Customer. Neither party shall have any authority to bind,
commit, or otherwise obligate the other party in any manner whatsoever.” (Service Agreement

1 17(k)).

Based on the plain language of the Service Agreement between €360 and Virtumundo,
Virtumundo is not an affiliate, subsidiary, or related company owned or controlled by €360.
Furthermore, the IP addresses listed in SBL 41635 do not belong to €360 but rather are registered
solely to Virtumundo.

For these reasons, Spamhaus will not remove SBL 41635 from the SBL list at this time. Because
Virtumundo as an entity does not fall within the terms of the Permanent Injunction, we have not
evaluated the sufficiency of the procedures identified in your letter to ensure that Virtimundo
complies with United States law and reserve the right (among all others) to decline your request
on that basis.

If you have evidence that Virtumundo is covered by the Permanent Injunction, we will consider
it. We are also willing to discuss in person or by telephone any of these issues.



Bartly J. Loethen, Esq.
June 22, 2007
Page 2

For future reference, please be advised that if you would like to raise an issue about removing
listings related to an entity not affiliated with €360 at the time the Permanent Injunction was
entered, we do not intend to respond within less than 5 business days. Best personal regards.

Sincerely,

Lasswr 0 Fns

Carrie A. Fino

cc: Craig C. Martin
David Jimenez-Ekman
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SERVICES AGREEMENT

This Sorvice Agresment {this “Agreement™ is daved Joae 6, 2007 (“Effertive Date™) and is made by and between
«360msight, LLC, an Olinois eorpomtion with aifices at 600 Northgate Parkway, Suite A, Whecling, 1. 60030
(“Service Provider™), and Virtnoooods, Inc., a Delaware Corporation (“Customer’”) with officey at 8400 W, 110%
Strert, Overland Pads, KBS 656210,

3

. Sepvice Aprecment

Service Provider agrees to provide to Customer natwork management and cmndl messaging serviees {the
“Sarvice™), subject to the teros of this Agroement, the specific services and prices set forth in Exhibit A
attached hereto 2nd made: a party hereof {the *Servien Exhibit”), and the Acceptable Use Policy set forth in
Eghibit B (“ATP", and, together with, the Sexvices Exhibit, the 'Exhihits“) Additiona) Fxhibits may be
exected by the partics and attached to this Agreement fram tme to time.

Riphtio Modity

The services offered in the Serdce Exhibit and the teins set forth in the AUP may be supplemeanted, modified
or amended (ench o "Revigion™ by Service Provider at agy time at its sole discretion, and each such revision
will be effective thiny (30) days after it bas been sent or e-mailed 1o Costomer, If amy Revision is oot
acceptable 1o Costomes, Customer may teaninate this Agresment as preowvided hetein or in the applicable Servics

Exhibit without zny panalty. Customer's continued nse of the Services under this Apreement after the effective
date of such Revision shall be deemed to constitute acceptance of such Revision.

Agtivatiop and Lse of Servica
{z) Followmg the Effective D, Sarvica Provider shall provide Customer with ag accomt name and a
password which will allow accass 10 the Sarvice. Costomer will use the Serviss 83 an Independent Cantent
Provider ("TCP"). Asap ICP, Costomer shall be Hable and rosponsibic for aoy and all actvities condueted
‘miess access to the ICF Service is compromised by exy entity cutside the control of the Custorer through

its acconmt by Customer of, if applicable, by Cnstomer’s users, whother or not such activities have been
authorized by Costomer.

() Upont Sexvice Provider's request, Customear shall not narezsonsbly withbald fram Servies Provider acoumis
and complete registation Wmformation with respect to Customet's use of ths Bervice. Customer's faflore o
provide or update such information shall constitute a marerisl breach of this Agreament and shall be grounds
far Sexvice Provider, atr Service Provider's diseretion, to tooninate this Agresment or terminate the right of
any person associated with Costomer 10 nae the Sarvice (including any persop using the Service through
Customer's acconnt with or without Customer's autherity). In such case, Customer shall alws be liable to
Servics Providex for any and all remedies which may be availzble by law or equity,

4. Charpes.

4.

Customer will be charged for the use of the Service in accondance with the rates set forth in the Sexvice Exhibit.
Payment ghall be due on the last day of the month priorta the applicable meathly period. Any fuvoive that is
oot disputed i good faith and in writing withi ten (10} daye allec thic nvoice date shall be deemed comect,
Axy iatz payment mav be mbjeot to any costs of collastion (including reasonable legal fees) and may bear
interest at the rate of ons and one-bnlf parcent {1.5%) par month (prorsted for pastial memths) or at the
meximum, rate: permyitted by law, whichever is Iegs. Al non-disputed fezs paid to Service Provider hereunder
are pem-refitndable, T the ovent Customer pays the applicable fees by credit card and Customes unressonnbly
perforas a charpeback on such fees Customer shall be liable to Sarvice Provider for an amouat equal to ons and
4 half times the applicable fec.

Use of Service Contet.
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{a) Customer miy charge thejy users undex sepiraic agreaments for use of any information, comymmications,
saftware, photos, video, graphdes, mnsic, sounds and other matetinl aod servicss provided by Customer
{colectively referred 1o as the “Content”) through fhc Sexvice.

(b) Cosromer esknowlcdges, and shall also notify its uaco, that Scrvice Provider it oot responsible for and
dires not give any assurance to oy petson with respect to the velidity, value, nsefulness or accuracy of
Content. Customer and sny person nging Cuslomer’s acconmt shall bear 2my rigk associated with the
Contsnt. Service Provider hat the ripht to monimor the nss of the Servive, including the Content, Howsever,
Servise Provider does not prescreen o attempt o oénsor Or seview auy Coutant prior bo its appeasance on
the Service, Sexvice Provider hag ths right (but not the obligation) to require Castomer 10 removs, prohibit
or discontinue ary Content on the Servics which Scrvice Provider, in its sole discretion, determines to be
hazmifitl, offensive or otherwise in viclation of the AUP, as may be amended from tim= to time.

() The Service may be nsed solely to suppart Castoraer”s own mternal operations. The Service shall not be (7)
sold ar licmmsed t oryged by sy thicd pacty or (33) wsed as a service burean or for copomercial tme-

gharing.

€. Inellectasl Propernye Richts. .

(8} Coptent Subjectto Riehis. Customer and Service Provider acknowledges that Content on the Service,
whether provided by Costomer or others mey include matecial which is the subject of and protected by
patents, copyrights, trudemarks, service marks and other propuctary rights ("Insellectnal Property
Rights"). Customer and Sexvice Provider acknowledges that such Intellectual Property Rights are valid
and valuable and are protected and apply to all media, which now exists or gesy in the fimre exist, Unless
specifically provided alsewherc in this Agreement, Customer's and Service Provitier™s ahility to nse agy
Content, which is protected by such Tntallectmal Propexty Rights, shall be governed by applicabls faw.
Custumc spios, and will seyuine eauds ol s usars to aprez, that i il anky tranmmic Content o the Servies
that it has the appropriate rights to transmit .

() Lavru] Use, Cumotner agress o wye the Service anly for lawful purposes. Customer recognizes and agrees
that Service Provider atits sole diseretion may moaftor amy and ali areas of the Service to averses
compliance with this Agreement and the AUP znd Castomer will 36 inform its users that their use of the
Service will constitne copsant to such menitaring, IFCustomer or auy of I users mestocts or mhibits any
other customer o user of the Service, Service Provider may, at its sole discretion, terminate or lmjt the
right of Customer or Cuatomed’s wser to use the Service aftrr written notice of such resrricrion or inhibition
ayd & 30 day cure period without resolution have expired.

Domain Mames and Unsabscribe Pages. Service Provider may provids domain names {“Demain Names”)
and upsubseribe web pages (“Unsubscribe Pages™) horeunder, Unless otherwisc agroed i wikting, each
sitch Domain Name and Unauhseribe Page shall be the propacty of Scrvice Provider, Notwithstandng
Service Provider's ownarship, Customer shall be responsible for all of Customer’s use of the Domain
Wames incloding, but not limited to tho content contgined on the web pages under the Domain Name. Itis
asrumed for the purpeses of this Agresment the Customex int=nds to acquire amy Domain Names and
Unsubscribe Pages used in the operation of its business o that of its cussomers, The Savice Provider will
provide prlcing for sach Domain Neme or Unsitbscribe Page at tixe of acquisition. Sexvice Provider will
sgsume the Caztome docs oot wish to acquire & Domwam Name ar Unsubscribe Page when the Custorer
docs pot agres o the ecquisition price, Costomer shall have the firor ripht of rafisal vo acquiss any much
Domain Names and Unsubserbe Pages with a bid equal to any competing customer.

7. Confidentiality,

(a) Definition. “Confidentia) Informasion” includes the Sarvice, adminisratives acsees 1 the Service, the
texmms amd canditions of this Agresment {ncluding pricing), software and other yelated goaterials finpished
by Service Provider, any information, business plan, coneept, iden, know-how, process, tockmigur,
program, design, farmula, algorithm or workeis-process, any epgineering, manufacturing, matketing,
sschwical, Snrncial, data, or sales infarmation, or any taformanion, regurding supplisrs, costomers,

@
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(d)

1. pul

smployees, investors, or buginess operations, and moy other jnforuation or matetials, whether in written, or
graphic, or any other form or that is and whether disclosed orally, or electronicslly, whether tmgible or
intangible and in whatrver forrs armodivm provided, or atberwise which is learned or disclosed in the
course of discussions, studies, or other work undertaken betwesn the parties disclosed by either party,
before or after the Effective Date, and generally pot publicly kmown, whethor tungible or intangitile and in
whatever form or modinm provided, as well as any infomation gentrited by a party that containg, reflects,
aris detived fram such information.

Exceptions. Without granting any tight or liceose, the obligations of the parties hetetuder shall not apply
to eny material oy mformation that: (i) is ar becomes a part of the yublic dosin tryngh no act ar omission:
by the recsiving perty; (i) is independently developed by the recetving party without use of the disciosing
party*s Confidential Information; (iif) is dgbtfully obtained from a thind party without any abligation of
confidentiality to the receiving party; oc (v} is already known by the reneiving party without axy cbligation
of confidemriality pricr to chtainiog the Confidential Information from the disclosing party. In addition,
mithﬂ:partyshnllbclinblnfardisclomafCunﬂdmﬁnlIafurmaﬁonﬂ‘mdcinmspmtoavaﬁdmdm
of & court or authorized agency of government, privided that notice is promptly given to the party whose
Confidential Information is to be disclosed so that such party meay seck a protective order and engage In
other effusts to minimize the required disclosare. The parties shall cooperate fully in seeking such
protective arder and in enguging in sach other effarts.

: " Confrdena ation. Nothing in this Apreement shall be construed to convey eay title
ar o i Hiphts to the Sexvice ar other Service Provider Confidentizl Information to Customsr or to any
patant, copyright, trademark, or trade secret embodied therein, or to grant any other right, ttle, or
ovmership fnterest to the Service Provider Confidential Information. - Nothing in thit Agreement shall be
constned to convey any title or ownership rights to Cestomer’s Confidmutial hormaien to Service
Provider orto agy pusent eapyright, trademars, or trade sceret etpbodied therein, or 10 grany any other right,
title, o owacship interest 10 the Customer Confidential Informaton. Neither party shall, in whole or in
pentt, sell, lease, license, nssign, transfer, or diselose the Confidentiz)l Informution to wuy third party znd
shall notzopy, reproduce or distrilnite the Confidentizl Toformation except 28 expressly peomitted in this
Agresment Each party shall tnke every reasonable proemution, but 0o less than those precantions used w
protect its own Confidential Fnformation, 1o prevent the thef, disclosure, zud the nusthorized copymg,
reproducton or distribution of the Confidential Infoomatian.

Nep-Disclosare. Each perty agroes at all times 1o keep stictly confidential all Confidential Information
belonging to the ofbex purty. Each patty agrees 1o rostrict access to the other party’s Confidential
Tnfomnation culy 1o those employees or subsantmctors who (i) require aceess in the courss of their assigned
dutiss ond responsibilites and () beve agread in writing to be bond by provisions v less restrictive than
thoge set forth herein.

{e) Inpmctive Relicf Each party acknowledges that any woanthordzed disclosure of use of the Conhidential

Information wonld canse the other party imsmigens freparable injury and that such party shall be entitled to,
in addition to any other semedies available at law or in equiry, temporary, preliminary, and pemmaneqt
mjumetive relief in the event the other party does not fulGll 1ts obligations nndex this Section.

i ents to Seqvice. Notwithstanding anything contained in this Section 7, unless
otherwise expressly ogreed in writing, all sugpestions, solutions, improvements, corrections, and other
contributions provided by Customer regarding the Service or other Sexvice Provider materials provided o
Customer shall be euned by Service Provides, and Costomer hereby agrees to assign any such rights to
Servics Provider. Nothing in this Agreciment shall precude Service Provider from wxing I any mammex o1
for zny purpase it decins necegsary, the knowshow, tochmiques, or procedures acquired or osed by Service
Provider in the performance of any sexvices hereunder. _

8. lowrnstions] Usps.

Customer ackpowledgzes that s use of the Service a]lo-.vs apcess to Content origmating ﬁ-om other
customers, ICPs and third parties located in countries ather than the Undtad States.  Custorzer agyees that its
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aceess 1o and use of such Contrnt may be governed (in addition to this Agrocmeat end the Exhibits) by
separate terms and operting policies, which conform o approprists and applicable national Jaws and
pustorns,

9. Waguoty,

(®

®

(e}

@

Custoner warrmnts that it will not use the Service to (i) seod any unsolicind commercial emai] (as defined
in Sexvice Provider’s AUP); (i) send any Cemtent that infringes the propdetary rights of a third party; (i)
send any Coptent or email that viofats the laws of any fuxisdiction (including, without Emittion, the CAN-
Spam Act); ar (iv) send any Content or to any enail arddresses in violation of Customer”s privacy policy.
Customer further weerzats that Customer and Service Provider have negotiated this Agreament at arms
ienpth and Customes has had the opportwaity to sesk the advice of legal covmsel.

Customer agrees, and will require each of its users to agree, that by tramsmitting or allowing the
wmmamission of may Cotrtent an the Scrvice, Customer, Custonzer's nsers and clionts antomatically winzmmit
that Serviee Provider ha the royalty free, perpetual, incvecnble, nimexclusive worldwide right to fransait
xad displny mich Content. Customer must cbtnin the cansent of ite nsers 1 the covenants provided in this
Section by requiting such poesoss to pecform sign-on procedures, which will coufirm their agresment to
and acceptance of these conditions.

Costomer understnds and acknowlsdzes that Service Provider does not insext specific Imgnage on any
exyail deployment or the Services that may be required by state or federal Iaws (Le. ADV: in the subject
Tine of an &mail).

CUSTOMER EXFRESSLY AGREES THAT USE OF THE SERVICES AND ANY SOFTWARE
FROVIDED HEREUNDER. ARE AT THE CUSTOMER'S SOLE RISK. THE SERVICES AND ANY
SOFTWARE ARE PROVIDED ON AN *AS IS", "AS AVAILABLE" BASIS WITHOUT WARRANTIES
OF ANY XIND. SERVICE PROVIDER MAKES NO WARRANTIES, EITHER EXPRESS OR
MPLIED, INCLUDING EXPRESS OR IMPLIED WARRANTIES OF MERCHANTABILLTY,
FITNESS FOR A PARTICULAR PURPOSE, NONINFRINGEMENT OR AS TO THE RESULTS THAT
CUSTOMER MAY ACHIEVE ON ACCOUNT OF THE SERVICES FROVIDED BY SERVICE
PROVIDER.

10. Limitatiop of Lishility.

®

®)

TV NO BVENT SHALL SERVICE PROVIDER OR CUSTOMER BE LIABLE UNDER ANY THEORY
OF LIARILITY, WHETHEER IN AN EQUITABLE, LEGAL, OR COMMON LAW ACTION ARISING
HER U D ER- FOR CONTRACT, ST RICT LD "y Mfm” TORT m’mmmc
NEGLIGENCE), OR. OTHERWISE, FOR DAMAGES WHICH, IN THE AGGREGATE, EXCEED THE
AMOTUNT OF THE FEES PAID BY CUSTOMER FOR THE SERVICES WHICH GAVE RISE TO THE
DAMAGES DURING THE MONTE OR MONTHS IN WHICH TBE SERVICES AND/OR SOFTWARE
FAILED TO OPERATE AS A RESULT OF SERVICE PROVIDER'S ACT OR OMISSION AND
NOTWITESTANDING THE FAILURE OF ESSENTIAL PURPOSE OF ANY REMEDY. THE
AMOUNT OF FEES PAID TO SERVICE PROVIDER FOR THE PERICD DURING WHICH THE
SERVICE MAY HAVE FAILED TO OPERATE AS A RESULT OF SERVICE PROVIDER'S ACT OR,
OMISSION SHALL BE SERVICE FROVIDER'S AND CUSTOMER'S SOLE AND EXCLUSIVE
REMEDY 'WITH RESPECT TO THE tSE OF THE SERVICE AND SERVICE PROVIDER.'S

SOFTWARE.

IN'NO EVENT SHALL SERVICE PROVIDER OR CUSTOMER BE LIABLE UNDER ANY. THEORY
OF LIABILITY, WHETHER IN AN EQUITABLE, LEGAL, OR COMMON LAW ACTION ARISING
HEREUNDER BOR CONTRACT, STRICT LIABILITY, INDEMNITY, TORT (INCLUDING
NEGLIGENCE), OR OTHERWISE, FOR ANY SPECIAL, INCIDENTAL, INDIRECT, EXEMPLARY,
PUNITIVE, OR CONSEQUENTIAL DAMAGES OF ANY KIND AND HOWEVER CAUSED"
INCLUDING, BUT NOT LIMITED TO, BUSINESS INTERRUETION OR LOSS OF PROFITS,
BUSINESS OPPORTUNITIES, OR GOODWILL ARISING HEREUNDER EVEN IF NOTIFIED OF
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THE POSSTBILITY OF SUCH DAMAGE, AND NOTWITHSTANDING THE FAILURE OF
ESSENTIAL PURFOSE OF ANY REMEDY.

11. Ipdemnification,

Custonner egress to indemnify, defend and hold Sexvice Provider harmlzss from and against any claims, actions
or lawsuits from any regulatory agency, statc oF resipicnt of Customer’s smail deployment or Customer use of
the Service that doas not comply with any then-cixreas state or fsderal law. In addition, Costomer agrees o pay
to Service Provider, as Hquidated damages, an amomt equal to §50,000 in the event that Customer is found by a
court of competent fuxisdiction, to be in viclation of the CAN-Spam Act.

Customer and Service Provider agros to defend, indemuify end bofd harmless each other, their affiliated
campanies, licensees, enployees, and ICPs from all labilities, claims, causes of action and expevses, chading
ressonable attameys' fees and internal expenses, axising out of Custamex’s nse of the Servioe, uss of any
Domzin Names, breach of this Agreement or any Exhibit by Customer or Custamer's users, tranamision of any
Content on the Servics whether or not such nss was authorized by Castomer (inciuding any claiy that the
Content was deceptive), use of the Service 1o send unsolicited cotmmercinl emsil (a5 detenxined i Service
Provider’s AUP) or a claim that Cnistomer sent unsolicited ccmmerciel email, or the failure to remove a user
from the Servico when requested. Servics Provider shall reasonably cooperate with Customer m the defense of
any clnims at Customier’s exprase.

12, Tesminngigs.

This Agreement shall remain in sffect until temnimated by cither party in-writing upon the munber of days of
advanne novtice required in the applicable Exhibit (snch mimber of days not to bs less than Sve (5) gor greater
than thirty (30)). Upon temmination or expiration of this Agreement (3) sach party shall deliver to the othee all
eopits of applicable Confidential Information of the other party; (if) Service Provider shall defiver to Customer
2 text Ale containing all valid Customer-owaed email addregses tn the Service Provider system, provided the
termination is ot for Costomer’s vasured breach of the Agreeramat; (fil) Customer shnll pay all ampunts dng
and owing for Services within 30 days of the effective date of termination; md (iv} Service Provider, shall (i
applicabls), refund to Customer any pre-paid £y, on & pro-mta basis, for Services not yet rendered. (V)
Customer shall be granted 2 80 day trial period during which any new service provided by the Service Provider
may be cancelied withont panalty or obligation 2ud be rfunded on a pro-rae basis for amy wmsed portion of
the servico patiod during which the tarminstian of trial services was tendered. Termination of this Agreement
shall not selieve Customer’s obfigation to pay all fees thar heve acerned o are otherwise owed by Costomer
upder this Agrecwent.
13. Natices
Any notice required underthis Agreement shall be given in writing and shall be deemesd effoctive upon
dlivery to the party to whom, addressed. All notices shall ba seqt 10 the applicabls zddress specified in the
rocitnls hersto or to such other postal addvess ag the partics may designate m wiiting. Unless otherwise
specified, all notices ta Sarvice Provider shall be sent to the attzution of the Geoeral Counscl with eopies to the
President. Any notice of vaateris] breach shall clearly define the breach including the specific contractual
obligation that has bezn hreached. Any emails to Sexvice Provider shall be sent to 600 Noxthgate Parkway,
Suite A, Wheeling, IL 60090; however, an email sball not constitete written notice hertumder,  Auy emails to
Customer shall be sent o the omail address provided by Customer to Service Provider in wridng from titpe
tme.

£4. Egroe Majeure.

Service Providar shall not be lisble for any delay oz failure t perform hereunder due to the inability of
Customer, Service Provider or any other person w connect to the Internet, or any other fadlare or imavailability
of the Intemet for amy canse whetsoever, acts of God ar of the public coemy, or of any govanment or ageasy
theseat, restrictions imposed by govecmental ngeacies, fires, floods, epidemics, quarantine restrictions, strikes,
wurk stoppagas, feight cxbargocs, severe weather, Jnfemnet congestion, vims attacks, Denial Of Sexvice (DOS)
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15.

16.

17

atacks, differences with watkmen, war, bostilities, torrocist acts, riot, rebellion, delay in or lack of
transpartation facilities, inability to scoure materials, power faliore or fuctastion or auy offkr cavse beyond the
control of Service Provider or Service Provider's exemwase of its rights under this Agreement. Ju the event of
delay by Service Providar due to axty such cause, the duts of performance of amy act by Servios Provider will be
postpened by such length of time as may be reasonably necessary to compensate for such dday.

(@) In the event of any problewes with the Service or agy Customer campaign, ‘Whether caused by Service
Provider or Customes, the parties shall work in good faith on public relations releases. Furthermoare, each
party agrees tn pive the other party twenty-foor (24) hours fiotice prior o the releas= of poy public
stuteverits of Felractions.

prl:ic: )

(a) ALL EMAX. ADDRESSES AND MESSAGE CONTENT FROVIDED BY CUSTOMER. ARE THE
PROPERTY OF CUSTOMER. Customer shall provide all sotrce data for the email sddresses nploaded to
e Service (“Sourse Date™). The Source Data shall confzin. at a miniomm, the IP address and usl where the
inddividnal registered to receive megsages and the Gime-stamp of Sach sigimp, Service Provider shall have
the right to retain records of all data pertaining to nse of the Service by Customer or Customer’s naers
fncluding, but not Himited to, esape, emadl addresses, email messages, activity logs, and click-threughs,
Service Provider sury diaclose such data to third parties provided it is grouped with other Service Provider
clients® data gnd ie presented in an aggrepute form. Service Provider shall retain all ights to aggregnte data
after tesmination or expiratitn of this Agreement.

() Notwitbstanding confldentiality provisions hercin, Stxvice Provider sy disclose usage infarmatian nhont,
specific amail addresses to respond to abuso complaints from other mail adkwiyisteatrg, Jaw eaforcement
sgencies, of &ay ofiet goveommental agency, Sarvice Provider will provide notibeation of any such
requests of Costomer’s data.

Mizoolianeous.
(8) To the cxteat of any conflict between this Apteement and the Exbibits, the Exhibits shall teke precedence.

(t) Each provision of this Agreement is a separately enfirecabile provisioe. If any provision of this Agromment
is dsteymined 1o be or bseomes mnenforecable or Megal, such provision shall be reformed to the mitimum
extent ficeetary in erder for this Agreement © semain in effeet in accordance with its teoms 35 wodified by
guch refommation, Any such seformation ey be canse for teemination of the Agresment.

(c) This Agreement, including amy Exhibits, shall constitate the extire agreement between the parties regarding
the subject matter hereof and snpexsede all proposals and prier discussions and writings between the parties
with, respest thereto, Amy signed copy of this Apreement made by relistle means {c.g.. photocopy or
facsimile) shall be congidered an original

(d) Customer shall not assign. or transfir this Agreement whether by opexation of law, change of control, or in
any other manmer, without the prior written éonsent of Service Provider, such consent shall not be
unreasonably withheld by the Service Provider. Any attemptr 1o assign or transfer this Agtoement shall be
pull and void .

(&) Exceptas otherwise provided hetein, the parties agree that this Agresment cannot be altered, am:ndcd or
modified, except by a writing signed by an authorized tepreseatative of cach party.

() Custemer shall coruply with all then-carrent export and import baws and wgulations of the United States
and puch ofher govetanents #s arc applicable when usivg the Scrvice, Customer hereby certibes that 1t will
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not directly or indirertly export, ve-expart, transship, or izmsmit the Service, or amy portion thereof, or
related information, media, o products in violation of United Stetes laws and regulations

() Customer agrees to comply with all spplicable laws, regulations, and ordinances relating fo its performance
under this Agreement. The pattes apree that the Agreement shall not be govemed by the United Nations
Convention ou the International Sale of Goods ot by UCTTA, thic epplication of which is exprossly
exchaded,

() The provisions set forth in Sections 4, 6,7, 9, 10, 11, 13, 16, snd 17 of this Agresment shall sarvive
tesnination of expixation of this Agrtament.

(i) No failare or delay in enforcing any ripht or exercising any ramody will be deemed a waiver of any sight or
ramedy.

(i) Headings are for reference purposes only, have no substantive effect, and sbnll not exter into the
interpretation bereof,
(k) Bexvico Provider is an independant contractor and nothing in this Agreament shall be decmed to make

Sexvice Provider an agent, employes, partner or joint ventuxer of Cugtamer. Neither party shall have no
authority to bingd, canmmxit, or atherwise oblipats the other party in atty marmer whatsoever.

() ‘UHIS AGREEMENT IS A RESULT OF ARMS-LENGTH NEGOTIATIONS BETWEEN THE PARTIES,
BOTH OF WHOM WERE REPRBSENTED BY COUNSEL OR HAD ADEQUATE OFFORTUNITY TQ
SEER. COUNSEL OR.BE REFRESENTED BY COUNSEL. THEREFORE, THIS AGREEMENT IS
TIM MOLHUCT OF BOTRK PARTIEY. TO TEOY TTERCT, MO DART O THID AGREEMEMT
SHOULD BE CONSTRIUED AGAINST EXTHER PARTY AS THE DRAFTER. EACE PARTY
WAIVES ANY POTENTIAL CLAIM OF IGNORANCE AS TO THE TERMS AND CONDITIONS OF

THIS AGREEMENT.

() Druting the toom of this Agreement and for a period of two (2) yeats thexeafter, Costomer and Scrvice
Pryvidar apres not to hire, solicit, nor attempt to solicit, the scrvices of any employes or subcontractar from
cither party ‘withont the prior written consent of party for whom the employee or contractor is being hired
away from. Both parties fitrther agrees not o hire, solicit, nor attempt 1o solicit, the services of any former
mmployes or subcontractor of Bervice Provider for 2 perod of onc (1) yeer from such former employee's or
Subcontractor's last date of service with the otherperry. Violation of this provision shall eptitle the
damaged pacty to Liquidated damnges 2gainst the other party equal to one Inmdred percant, (100%) of the
solivited person'’s gross annnal compensation.

(n) This Agrezment shall be paverned by the Iaws of the State of Iinois, excluding the corflicts of law
provisions of any state ox jusisdiction. Customer aproes to bring any litigation asising out of this
Agtocnent in the stote or federel courts located in Kansag and Servics Providar consends to the exchusive
jurisdiction of such courts. Service Provider agrees t boinyg my litigation axising eut of this Agreemant in
fhe stute o federal courts lozated in Hlinois and Customer consents to the exclustve jurisdiction of such

courts
The parties heretw agree to the furogoing a5 evidenced by thelr sigmures helow.
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Virtumonde - Remove

Free, secure and easy Spyware scan.
Removes Virtumonde.
www.pctools.com

Virtumundo.com

Virtumundo specializes in delivering multi-channel marketing
solutions to create highly-targeted, customizable campaigns through
email, direct malil, ...

www.virtumundo.com/ - 9k - Cached - Similar pages

VirtuMonde Removal Tool
SpywareBot Removes VirtuMonde Quick
5 Star Rated - Download 100% Free!
SpywareBot.com

Virtumundo.com
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please enter your email address below and then click the
"unsubscribe” button. ...
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Award-winning Spyware Remover.
Blocks Popups & More. Download Now.
www.STOPzilla.com
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Remove Virtumundo Trojan
and permanently block future
malware attacks. Free Scan.
SpyNoMore.com
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Remove Vundo 100%
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Virtumundo - Potentially unwanted application - Sophos One Spyware Remover Fixed Them All.
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behaviour and recovery instructions.
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Remove VirtuMundo, removal instructions
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